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ONPEAEJIEHUSI

B HacrosillieM JI0KyMeHTe MCHONB3YIOTCS CIIEAYIONHE TEPMUHBI M HX OIpejie-
JIEHUS.

ABTOMATH3HPOBAHHASI CHCTEMAa — CHCTEMa, COCTOAAs M3 IepcoHana u
KOMIIJICKCa CPEICTB aBTOMATH3AlUU ero JeATeNbHOCTH, pealn3youas nHpopMary-
OHHYIO T€XHOJIOTUIO BEITIOJHEHHS YCTAHOBIEHHbIX (DYHKIIHIA.

AyTeHTH(HKAUHS OTNPABHTEISI JAHHBLIX — [IOJTBEPKAEHUE TOrO, YTO OT-
paBUTeNb MONYYSHHBIX TAHHBIX COOTBETCTBYET 3asBICHHOMY.

be3onmacHOCTb MepcoNaNbHBIX JAHHBIX — COCTOSIHUE 3ALMIIEHHOCTH MEepCco-
HallbHbIX JIaHHBIX, XapaKTE€PH3YEMOE CIOCOOHOCTBIO MOJIL30BaTelel], TeXHUYECKHX
Cpe/CTB ¥ MH(OPMALMOHHBIX TeXHOJIOTHH 06ecreYnuTh KOHPUAEHIMATBHOCTD, IeN0-
CTHOCTb M JOCTYITHOCTb I€PCOHATBHBIX JaHHBIX IIPU UX 00padoTKe B HH(MOPMALHOH-
HBIX CUCTEMaX MEPCOHANIBHBIX JIAHHbIX.

buomerpuveckne nepconanbHble TaHHbIE — CBE€HHS, KOTOPbIE XapaKTepH-
3yIOT QH3UONIOrUYECKHE OCOOEHHOCTH YeIOBEKa U Ha OCHOBE KOTOPBIX MOXHO yCTa-
HOBUTb €ro JIMYHOCTh, BKIItOYas Gororpaduu, oTIeYaTKd MmanblleB, o0pas ceT4aTKH
rJ1a3a, 0OCOOEHHOCTH CTPOEHHMS Tesla U APYTYIO MOA0GHYI0 HH(OPMALIHIO.

biiokupoBanue mepcoHaJbHbIX JAHHBIX — BPEMEHHOE TpeKkpalleHue coopa,
CUCTeMaTH3allH, HAKOIUICHHUS, HCIIOJIB30BaHUS, PACIPOCTPAHEHHS], MePCOHATBHBIX
JIaHHBIX, B TOM YHCIIE UX Tepeadi.

Bupyc (koMnbioTepHbIi, NPOrpaMMHBINH) — HCIOTHSEMBIH MIPOrpaMMHBIA
KOJl MJTH MHTEPIIPETHPYEMBIH HAaOOp UHCTPYKINH, 001 ar0lIHi CBOWCTBAMH HECAHK-
UMOHUPOBAHHOTO PacIpOCTpaHEeHUs U caMoBocIpou3BeneHus. Co3naHHble AyOTHKa-
Thl KOMIIBIOTEPHOI'O BHpPYCa HE BCErJa COBIIANAIOT C OPUTHHAIOM, HO COXPaHSIOT
CIIOCOOHOCTH K JaJIbHEHIIIeMY PacIPOCTPaHEHNIO H CAMOBOCIIPOH3BE/IEHHIO.

Bpenonocnasi nporpamma — nporpaMma, NpeiHa3sHadeHHAs IS OCYIIECTB-
JIEHUs HECaHKIMOHHUPOBAHHOI'O JOCTyNHa M (MJAM) BO3JEHCTBHS HA MMEPCOHATIbHBIE
TlaHHBIE WK pecypchl HHMOPMAIIMOHHOM CHCTEMBI IEPCOHATBHBIX TaHHBIX.

BcnomorartenbHble TEXHHYECKHE CPEACTBA H CHCTEMbI — TEXHUYECKUE Cpejl-

CTBa U CUCTEMbI, HC IIPCAHA3SHAYCHHBIC A IICPCaatH, OGpﬂﬁOTKH U XpaHEHUA [EPCO-
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HAJIbHBIX JAHHBIX, YCTaHABIMNBAEMbIE COBMECTHO C TEXHHYECKHMM CPEICTBAMH H CHC-
TeMaMH, NpeAHa3HAYEHHBIMH 151 00pabOTKH MEPCOHANBHBIX AAHHBIX WIH B IOMe-
IEHUSAX, B KOTOPBIX YCTAHOBJIEHbI HMH(OPMALMOHHBIE CHUCTEMBI MEPCOHAIBHBIX
JTAaHHBIX.

Hoctyn B onepaumonHyio cpexy KoMmnbioTepa (HH(pOpPMALHOHHOI cHCTe-
MBI [IEPCOHATBHBIX JAHHBIX) — IIOTy4YeHHEe BO3MOKHOCTH 3allyCKa Ha BBLINOJIHE-
HHE INTATHBIX KOMaHJ, (QyHKLMH, NpOLeayp ONepaLHOHHON CHCTEMBI (YHHUTOXe-
HUs, KONMPOBAHMS, MEPeMEIIeHUs. U T.I1.), MCIIOJHAEMBIX (DAMJIOB MPHUKIIATHBIX
[IpOrpamM.

Hoctyn k uupopmanmu — BO3MOKHOCT TIONydYeHUs. MHPOPMALIMK U ee HC-
I0JIE30BAHUSI.

3ak/1a/104HO€ YCTPOIiCcTBO — TTEMEHT CPe/ICTBA CheMa HHMOPMAIIHH, CKPbIT-
HO BHEJIPSEMBIN (3aK/IablBaeMbIi MM BHOCHMBIIH) B MECTa BO3MOKHOTO CheMa HH-
(hopmary (B TOM 4HCIe B OTpaKICHHE, KOHCTPYKIIHIO, 060Dy I0BaHHe, IPeaAMETHI
HHTEpbEpa, TPAHCIIOPTHBIC CPEICTBA, @ TAKKE B TEXHUIECKHE CPEICTBA U CHCTEMBI
0bpaboTku uHpOpMaLUH).

3ammmaemas uHgopManust — HHHOPMALIHS, SBISFOLIASCS MTPEIMETOM COO-
CTBEHHOCTH U IMOAJIeKAIIAs 3alIUTEe B COOTBETCTBUH C TPeOOBAHUSIMHE TPABOBLIX J0-
KYMEHTOB W1 TPeOOBAHMSMH, yCTaHABINBAEMBIMU COOCTBEHHUKOM MH(DOPMALIHH.

Wenmnduranus — npucoenre cyodbeKkTaM 1 00beKTaM JI0CTyIa uieHTHdu-
Katopa  (IIH) CpaBHEHKE PEIbsBISIEMOr0 UASHTH(HUKATOPA C TIEpeYHeM IIPHCBO-
€HHBIX HIAEHTU(PUKATOPOB.

HNndopmaTHBHBIH CUTHA — 37IeKTPUYECKUE CUTHAIBI, aKyCTUYECKHE, DIIEK-
TPOMAarHWTHbBIE U Jpyrue (PU3ndecKue IoJjs, [0 MapaMeTpam KOTOPBIX MOJKET OBLITh
packpbiTa KoH(uIeHIManbHasd UHpopMauus (MepCOHATbHbIE JIaHHBIE) 0OpabaThI-
BaeMas B MH(QOPMAI[MOHHOI cHCTeMe MePCOHATBHBIX TAHHBIX.

Hudopmannonnas cucrema nepconaiabubix maHHbIX (MCIIAH) — undop-

MallHOHHas CHUCTEMd, I[pEeACTaBIIAIOLIasAn coboi COBOKYIIHOCTb HNEPCOHAJIBHBIX HOaH-

HBIX, COACPNKAIIUXCA B Oaze JaHHBIX, a TAKKE I/IHlbOpMaL[HOHHI:IX TEXHOJIOTHH U TeX-
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HUYECKUX CPEICTB, MO3BOJISIOLIMX OCYHIECTBIATh 00paboTKy TaKMX NEPCOHATbHBIX
JaHHBIX C HCIIOJb30BaHHEM CPEJICTB aBTOMATH3allM{ MM 0e3 MCIOIb30BaHusl TAKUX
CpeJICTB.

HudopMalHoHHbIe TEXHOJIOTHH — MPOLIECcCHl, METOIB! TIOUCKa, cObopa, Xpa-
HeHMs, 0OpabOTKH, TPeIOCTABIEHHUS, PACTpOCTpaHeH!s] UHPOPMALMU U CIOCOObI
OCYIIIeCTBJICHHS TAKUX MPOLECCOB U METOJIOB.

Hcnosb3oBanHe NePCOHAJBHBIX JaHHBIX — JieifcTBHUs (omepaiuu) ¢ nepeo-
HaJIbHBIMHM JAHHEIMH, COBEpIIaeMble ONepaTopoM B LENAX NPUHATUS PEIICHUA U
COBEpHICHHUA HHBIX ﬂeﬁCTBHﬁ, DOPOXKAAIONIUX HOPUAHYECKHE ITOCJICACTBHA B OTHO-
1IIeHUH CyOBEKTa MEPCOHATBHBIX JAHHBIX UM JPYTUX JHL MO0 MHBIM oOpa3oM 3a-
TparuBaroLIMX IpaBa U cBOOOIb! CyObeKTa IePCOHANBHBIX JAHHBIX WITH APYTHUX JIUIL.

Hcrounnk yrposbl 6e30macHOCTH HHPOPMALIMU — CYOBEKT JOCTyIIa, Mare-
pHATHHBIN 00BEKT WK (PH3HUECKOE SABJICHUE, SBJISIOIMESCS MPUYMHON BO3HUKHOBE-
HUs YIPO3bl Oe30MacHOCTH HHPOPMALIUH.

KonTtpoanpyemasi 30Ha — IPOCTPaHCTBO (TEPPUTOPHS, 3MaHKe, YacTh 3aHNs,
TOMEILIEHHE ), B KOTOPOM HCKITFOUEHO HEKOHTPOIUPYeMOoe MpeObIBaHKe MOCTOPOHHHX
JIMIL, & TAKKE TPAHCTIOPTHBIX, TEXHUYECKUX H UHBIX MaTepHaTbHbIX CPE/ICTB.

KondunaeHuua ILHOCTh MePCOHANIBHBIX JaHHBIX — 00s3aTenbHoe ULt CO-
OIroJIeHNsT OTIEPaTOPOM MM UHBIM [IOTYyYMBILKMM JOCTYII K MEPCOHAIBHBIM JaHHBIM
JIAIIOM TpebOoBaHKe He JOMYCKaTh X paclpocTpaHeHue 6e3 coracus CyOneKTa nep-
COHAJIBHBIX JJAHHBIX WJIM HAJTMYMSA NHOIO 3aKOHHOTO OCHOBAHMUSL.

MezkceTeBoil IKPaH — JIOKaIbHOe (OAHOKOMIIOHEHTHOE) MM (yHKIMOHAIb-
HO-ACTIPE/Ie/IEHHOe  MPOrpaMMHOe  (IIPOrpaMMHO-aINapaTHoe) CPeICcTBO  (KOM-
IJIeKC), peaIu3yIolee KOHTPOIIb 3a HHpOpMarueii, nocTynarouel B iHOPMALoH-
HYIO CHCTEMY TepCOHATBHBIX JAHHBIX M (M/IM) BBIXOMSIIEH 13 HHGOPMALMOHHON
CHCTEMBI.

Hapymmre/ib (€30MaCHOCTH MePCOHATBHBIX TaHHbIX — (QH3MYECKOE JIHIIO,

cnyqaﬁHo WK MpeaHaMEPEHHO COBCPIIAIOIIEE ﬂGﬁCTBHH, CJIeICTBUEM KOTOPLIX SIBJIA-



eTCsl HapyleHe Oe30MacHOCTH MePCOHAIBHBIX JaHHBIX MPH UX 00paboTKe TeXHHYe-
CKUMH Cpe/ICTBaMH B HH(OPMALMOHHBIX CHCTEMAX TTePCOHANIBHBIX JAHHBIX.

HeaBromaTnsuposannas o6pa6orka nepcoHANbHBIX JaHHBIX — 06paboTka
TIEPCOHANIBHBIX JaHHBIX, COJEPIKALIMXCS B MHOOPMALMOHHONW CHCTEME IEPCOHAID-
HBIX J@HHBIX JIMOO W3BJIEYEHHBIX M3 TAKOH CHCTEMBI, CYMTACTCA OCYIIECTBICHHOI
0e3 MCIOb30BaHMS CPE/ICTB aBTOMATH3alMK (HEaBTOMATU3HUPOBAHHOI), €CIIH TaKHe
JACHUCTBUSA C TEPCOHAIBHBIMH JAHHBIMH, KaK HCIIONB30BAHME, YTOYHEHHE, Paclpo-
CTpaHeHUe, YHUYTOXKEHHE MEePCOHAIBHBIX JaHHBIX B OTHOIIEHHH KAXKIOr0 M3 CyOD-
GKTOB IEPCOHANBHBIX JIAHHBIX, OCYLIECTBIISIOTCS IMPH HETOCPE/ICTBEHHOM YYaCTHU
uesIoBeKa.

HenexmapupoBanHbie BO3MO:KHOCTH — (DYHKUHOHAILHBIE BO3MOYKHOCTH
CPEACTB BBIYMCIUTEIbHOH TEXHHKH, HE OIUCAHHBLIE WM HE COOTBETCTBYIOIIHE OIH-
CaHHbIM B JOKYMEHTAllWH, INPHU HCIOJIL30BAHUN KOTOPBIX BO3MOYKHO HapyLIEHUE
KOH(HM/IEHIMATBHOCTH, JOCTYIHOCTH MM LEJIOCTHOCTH 0OpabarhiBaeMoii HHpOp-
MaLUH.

HecankuuoHUpoBaHHBIl J0CTyN (HeCAHKIHOHUPOBAHHLIE IEHCTBHSI) —
JOCTYN K MHbOpMAIMK MM JielicTBust ¢ uHGOpMarmeit, HapyIarolie NpaBuia pas-
[PaHU4eHUs JOCTYIIA C UCIOJIb30BAHHEM LITATHBIX CPEJICTB, IPEIOCTABISIEMBIX HH-
(GopMalMOHHBIMH CUCTEMAMU NIEPCOHATIbHBIX JJAHHBIX.

Hocurenns mndopmanmn — pusnyeckoe U0 WM MaTepUaIbHBIH 00BEKT, B
TOM YHCIIe (PU3UYECKOE I10JI€, B KOTOPOM MH(OPMALIHS HAXOIUT CBOE OTPAKEHHE B
BUJIE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIlieHHH U IPOIIECCOB, KOIYe-
CTBEHHBIX XaPaKTEPUCTHK (PU3NYECKUX BETUUMH.

Obe3mynBaHHe NepcoOHATbHBIX AAHHBIX — JCWCTBUS, B pe3ylibTaTe KOTO-
PBIX HEBO3MOKHO ONpeIe/UTh MPHHAIEKHOCTh NEePCOHANBHBIX TaHHBIX KOHKpET-
HOMY CYOBeKTy NepCOHaNbHBIX NaHHBIX.

ObpaboTka nepcoHaJLHBIX JAHHBIX — JHCTBUS (Onepaln) ¢ nepcoHalb-
HBIMH TaHHBIMH, BKJIIOUast cO0p, CUCTEMATH3aLMIO, HAKOIJIEHHE, XpaHEHHE, YTOYHe-

HUe (OOHOBJIEHHE, U3MEHEHHE), HCIIOIb30BaHUe, PAcIpOCTpaHeHne (B TOM UMCIIe



rmepeiady), odesnu4MBaHUe, OIOKMPOBAHHIE, YHHYTOKEHHME MEPCOHANBHBIX AaH-
HEIX.

Obuwenocrynubie nepconaibHble JaHHbIE — IEPCOHANIBHbIE JAHHbIE, JOCTYII
HEOrPaHUHYEHHOTO Kpyra JIMI K KOTOPBIM NIPeIOCTaBIIeH C COrmacus cyohekTa nepco-
HaJbHBIX AaHHBIX WIIH HA KOTOPbhIE B COOTBETCTBHUHU C (hefepallbHbIMU 3aKOHAMH He

pacripocTpaHsercs TpeboBaHue COOMOAeHNS KOH(DUIEHIIHATBLHOCTH.

OnepaTop (mepcoHabLHBIX AaHHBIX) — [OCYIAPCTBEHHBINA OpraH, MyHHILU-
NaJIbHBIA OpraH, IOpHIHYECKOe WM (QU3NYECKOe JIHIO, OpraHusyromee U (Hu)
OCYLIECTBIISOIEE 00pabOTKY MepCOHAIBHBIX JAHHBIX, 4 TAKKE OMpe/IeNsIONHe Iie-
JI1 U cofieprkanne 00pabOoTKHU MepCOHATBLHEIX JaHHBIX.

Texuuyeckne cpemcTBa MH(OPMAIMOHHOI CHCTEMBI IEPCOHAIBHBIX
AAHHBIX — CPE/ICTBA BEIYMCIIUTE/ILHON TEXHUKU, HH(GOPMAITHOHHO-BEIYHCIIUTEIBHBIE
KOMILIEKCBl U CeTH, CPE/ICTBA M CHUCTEMBI Ilepefaud, npueMa u obpaborku IT/IH
(cpesicTBa U CHCTEMBI 3BYKO3AIIMCH, 3BYKOYCHIICHHS, 3BYKOBOCIIPOM3BEIEHH S, Mepe-
FOBOPHbIE U TEJICBU3HOHHLIE YCTPOMCTBA, CPEACTBA U3IOTOBICHHS, THPAKHAPOBAHUS
JIOKYMCHTOB M JPYTHe TeXHHYECKUe CpeacTBa 0OpabOTKMU peueBOH, rpaduueckoi,
BH/1€0- U OyKBEHHO-IIM(POBOH HHOPMALMK), POrPAMMHBIE CPEJICTBA (OMepaIioH-
HbIE CHCTEMBI, CHCTEMBI YIIpaBJIeHUs Oa3aMy JAHHBIX M T.I1.), CPEJICTBA 3aIIUTHI HH-
(popmaru, npumMeHsieMble B MHPOPMALUHOHHBIX CHCTEMAX.

Ilepexsar (mndopmMalnnH) — HerlpaBOMepHOE IMOJy4eHHe HHPOPMALMU C HC-
M0JIb30BAaHUEM TEXHHYECKOI'O CPeJCTBA, OCYIIECTRISIONIEro 00HaAPYKEHHE, TIPUEM U
00paboTKy HHPOPMATHBHBIX CHTHAJIOB.

Ilepconanbuble qanuble — 100asd HHPOPMAUHS, OTHOCAIIANCS K OIpeIeier-
HOMY MJIM OIIpeJeseMOMY Ha OCHOBaHHUHM TaKoi MH(pOpManuy (U3HYECKOMY IIHILY
(cyOBEKTY NepcoHaNbHbIX JaHHBIX), B TOM YHCIIE ero (haMUiIus, UMsl, OTYECTBO, IO,
Mecsll, aTa U MECTO POXJIeHHMs, aJlpec, CeMelHoe, COLHAllbHOEe, MMYIIEeCTBEHHOE
rojoxeHue, obpazoBaHue, mpodeccus, 10X0/bl, Ipyras uH(HopMarus.

IToGo4HbIe 3/IeKTPOMATHHTHBbIE H3JIYYeHHS] H HABOAKH — 3JICKTPOMArHUT-

Hble M3JTy4E€HHs TEeXHHYECKHX CpelcTB 00pabOTKH 3aluiliaeMoil HHpOpMalluU, BO3-



HUKAIOIIIE KaK II000YHOE SBJICHHE M BHI3BAHHBIE YJICKTPHYECKHMH CHTHAIAMM, Jeii-
CTBYIOIIMMH B HX 3JIEKTPUYECKUX M MarHUTHBIX LIETISIX, @ TAKKE JIEKTPOMArHUTHBIE
HaBOJIKH 3THX CUTHAJIOB Ha TOKOMIPOBOASIIME JIMHUU, KOHCTPYKIMM M IIETTH THTAHHS.

ITonuTHKA «YHCTOro CTOJIA» — KOMILIEKC OpPraHU3alHOHHBIX MEPOIPHUATHH,
KOHTPOIHPYIOMUX OTCYTCTBHE 3alTHCHIBaHUA Ha OyMa)kKHbIe HOCHTETH KITIOUe W at-
puOyTOB KOCTYNA (NaposIel) 1 XpaHeHHs HX BOIM3U 06BEKTOB HOCTYIIA.

IHosb3oBaTesb HHPOPMALHOHHOI CHCTEMbI MEPCOHAIBHBIX AAHHBIX — JIH-
110, y4acTByromiee B pyHKUHOHMPOBAHUH HH(OPMALIMOHHO CHCTEMBI IIePCOHATBHBIX
JaHHBIX MJTH UCTIOJIB3YIOLIEE PE3YIbTaThl €¢ (PyHKLHOHUPOBAHMUS.

IIpaBuia pasrpannveHusi 10CTyna — COBOKYIHOCTh NPAaBHIN, PeriaMeHTH-
PYIOLIMX IpaBa I0CTyNa CyOBbeKTOB NOCTyIa K 00beKTaM JOCTYIIA.

IIporpammuas 3akjaaka — KO MPOrpamMMBl, IpeJIHaAMEPEeHHO BHECEHHBIH B
[porpamMMy C HENIbI0 OCYINECTBUTH YT€YKY, M3MEHUTb, GIOKUPOBATh, YHUYTOKUTD
MHQOPMALMIO WM YHHYTOXKHMTh H MOAH(DHIMPOBATH NPOrpaMMHOE 0GecredeHHe
MH(OPMALOHHON CHCTEMBI MePCOHATBHBIX JAHHBIX U (M) GIOKHPOBATH alllapar-
HBIE CpPE/ICTBA.

ITporpammuoe (nporpaMMHO-MaTeMaTHYecKOe) BO3JeiicTBHE — HECAHK-
[IHOHMPOBAaHHOE BO3JCHCTBHE HA PECYPChl aBTOMATU3UPOBAHHON MH(OpPMaLMOHHOMN
CHCTEMBI, OCYILIECTBIAEMOE C UCIIOIb30BaHHEM BPEIOHOCHBIX IIPOrpaMM.

PackpeiTie MepCOHANBLHBIX JAHHBIX — YMBILUICHHOE WM ClydaiiHoe Hapy-
IIeHHe KOH(PHUIEHINATBHOCTH MEPCOHANBHEIX 1aHHBIX.

PacnpocTpanenne nepcoHaibHBIX AAHHBIX — JeHCTBHUS, HalpaBlIeHHBIE HA
nepelady NMEepCOHANBHBIX NAHHBIX ONpEJIENICHHOMY KpYry jui (Iepejadya Iepco-
HaJIbHBIX JIAHHBIX) MM HA O3HAKOMJIEHME C TIePCOHATbHBIMH JAHHBIMH HEOTpPaHH-
HEHHOI'0 Kpyra JIdIl, B TOM 4HcJie 00HapOJ0BaHUEe N1€PCOHATIBHBIX JaHHBIX B CPEACT-
Bax MaccoBOi uHbopManuu, pasMelleHne B MH(POPMAIIMOHHO-
TEJICKOMMYHUKAIIMOHHBIX CETAX MJIM NPeNOoCTaBISHHE IOCTYMa K IePCOHAIILHBIM

JAHHBIM KaKUM-TH00 HHBIM CIIOCOOOM.



Pecypc nndopmannonnoii cucTeMbl — HMEHOBAHHbBII 37IEMEHT CHCTEMHOTIO,
NPUKJIAJHOTO WM alNapaTHoro obecrnedeHus (QyHKIMOHUPOBAHMS MH(OPMALHOH-
HOW CHCTEMBI.

CrnennaibHble KaTeropHH NepCOHANBHBIX JAHHBIX — EePCOHANBHBIE NaH-
HbIE, KacalolMecs pacoBO, HAlMOHAILHOH MPUHAIIEKHOCTH, TOMTUTHYECKUX B3IIIS-
JI0B, PEIUTHO3HBIX UK QUIOCO(CKUX yOIKIEHNH, COCTOSHIS 300POBbsS M HHTHMHO!
JKU3HHU CyObEeKTa MePCOHANBHBIX JaHHBIX.

CpeacTBa BBIYHMCIUTE/IBHOI TeXHHKH — COBOKYIIHOCTH HPOrPaMMHBIX U
TeXHUYECKHX DJIEMEHTOB CHUCTEM OOpabOTKHM JAHHBIX, CIIOCOOHBIX (DYHKIHOHHMPO-
BaTh CAMOCTOSITEJIBHO UJIM B COCTABE IPYTHX CHCTEM.

Cy0bexT mocryna (cy0beKT) — JIUIO WM MPOLeC, JIeHCTBIS KOTOPOIo per-
JaMEHTUPYIOTCS MIpaBUJIAMH pasrpaHUYeHUs JOCTyTa.

Texnuyeckuii KaHaN yTeUKH HH(OPMALUH — COBOKYIIHOCTL HOCHTEI UH-
(popmarmu (cpencrsa 0OpaboTKu), (GH3HUECKOl Cpesbl pacrpocTpaHeH s HHpopMa-
TUBHOI'O CUTHAJIA M CPEJICTB, KOTOPLIMH J0OBIBaeTCA 3alyiaeMast HHPopMarusi.

Tpancrpanuvynasi mepegaya IepcOHANbHBIX JaHHBIX — Iepeladya Iepco-
HaJIbHBIX JIAHHBIX OIlepaTopoM 4Yepes ['ocynapcTBeHHyro rpanuily Poccuiickoit ®e-
Aepaluy OpraHy BJAcTH HHOCTPAHHOIO rocylapcTBa, (GU3MYeCKOMY WIIH IOpUIHYe-
CKOMY JIMLly HHOCTPAHHOT'O TOCYIapCTBa.

¥Yrpo3bl 0e30NacHOCTH MePCOHATBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBHIA U
(paKTOPOB, CO3TAIOLIMX OIIaCHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM YHCJIE CITyYaitHO-
ro, IOCTyIa K IMePCOHAIBHBIM JaHHbIM, PE3yJIbTaTOM KOTOPOTrO MOMKET CTaTh YHHUY-
TOXKEHHE, U3MEHEHHE, OJIOKMPOBaHUEe, KOITMPOBAHUE, PACTIPOCTPAHEHHE IIEPCOHAIIb-
HBIX JaHHBIX, 8 TAKXKEe MHBIX HECAHKMOHUPOBAHHBIX IEHCTBUM MpU UX 00paboTKe B
MH(POPMaLIMOHHOMH cUCTeMe MepCOHATBHBIX JAHHBIX.

YHHYTOKEeHHe NIepPCOHAIBHBIX JAHHBIX — JEHCTBUS, B pe3yIbTaTe KOTOPBhIX
HEBO3MOKHO BOCCTAHOBHTH COJIEp/KaHHE MEPCOHATBHBIX HaHHLIX B HH(OPMALIMOH-
HOHM cHCTeME IEPCOHAIBHBIX JaHHBIX WIM B Pe3y/IbTaTe KOTOPBIX YHHYTOXKAIOTCS

MaTepHaJIbHbBIC HOCHTECJIN IICPCOHAJIBHBIX JaHHBIX.
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YTeuxa (3ammmiaemoii) mHGOPMALMH 110 TEXHHYECKHM KAHAJIAM — He-
KOHTPOJIMPYEMOE pacrpOCTpaHeHHe MH(GOPMALWK OT HOCHUTENs 3alllUIaeMO HH-
(hopMaumy yepes (PU3NUECKYIO CpeiLy 0 TEXHHYECKOTO CPEe/ICTRa, OCYILLIECTBIISIFOITIE-
o nepexsar UHGOPMaITHH.

Yupexaenue — yupexIeHus 3paBOOXpaHEHHUs], COLHATBHOMN cepsl, Tpyna u
3aHATOCTH.

YS3BHMOCTB — CJTa00CTh B CPEJCTBAX 3allUThI, KOTOPYIO MOXKHO HCIIOJB30-
BaTh /171 HAPYIIEHHS CHCTEMBI MIIH co/iepKallieiics B Heil HH(opMaLyH.

[emocTHOCTHL MHBOPMALIH — CIIOCOOHOCTE CPEICTRBA BEIYUCIUTELHOM TEX-
HUKH MM aBTOMAaTU3MPOBAHHOM CHUCTEMbI OOECIIeUMBATL HEM3MEHHOCTH MH(pOpMa-

LM B YCJIOBHSIX CITyH4aiiHOrO H/HIIM IIPEeHAMEPEHHOTO HCKaKEHHs (pa3pyIeHHs).
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OBO3HAYEHUWS U COKPAUIEHUS

ABC — anTHBUpYCHBIE CpencTBa

APM —aBToMaTH3upoBaHHOe pabouee MecTo

BTCC — BenomoraresibHble TEXHUYECKHE CPEICTBA U CHCTEMBI
CTITH — uHpOpMAaIMOHHEsI CHCTEMA NePCOHATBHBIX JAHHBIX
K3 — koHTpomipyemas 3ona

JIBC — nokasnbHast BEIYMCIUTEIBHAS CETh

MD — MeskceTeBoif 5Kpan

HCJI — HecaHKIIMOHUPOBAHHBII JOCTYII

OC — onepanmonHas cuctema

[1/11 — nepcoHasnbHbIe JaHHEIE

IIMB — nporpaMMHO-MaTeMaTHuecKoe BO3IeHCTBIE

11O — nporpammHoe obecneuenne

[TSMIH — no6ouHsble 3/1eKTpOMAarHUTHBIE H3Ty4CHHS i HABOIKH
CA3 — cucrema anaim3a 3alUIEHHOCTH

C3H — cpenctBa 3aumThl UHGOPMALUH

C3I1/11 — cucTema (mogcHcTeMa) 3aMIUTE IIEPCOHANBHBIX JAHHBIX
COB - cucTtema 06Hapy KeHUs BTOpKeHHIT

TKY W — rexnmyeckue KaHabl yTeuky HHGOPMALIH

YBII[IH — yrpo3sl 6e30macHOCTH epCOHATBHbIX JAHHBIX
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BBEJEHUE

Hacrosiias Ilonutuka undopmarmonnoii 6esomnacHocty  I'ocyqapcTBeHHOTO
aBTOHOMHOI'O MPO(pECCHOHANBLHOTO 00pa30BaTeNbHOIO YyUpeKIeHUsI MOCKOBCKOI
obnactu «Mockosckuii I'yGepHCKkuii Kotemx uckycerny» (Jlanee - Komnemx), paz-
paboTaHa B COOTBETCTBUM C LIEJSAMH, 3a/1a4uaMM M IPUHLHUIIAME OGecriedenus 6e30-
[IaCHOCTH NEePCOHANBHBIX JaHHBIX WU310XKeHHBIX B KoHuenumu uHbopManmosHoil

0esomnacuoct UCITI « MKy,

ITonuTnka paspaGorana B cOOTBETCTBHH ¢ TpeGoBanusmu DenepansHOro 3a-
koHa otT 27 urons 2006 r. Ne 152-®3 «O nepcoHaNbHbIX AaHHBIX» U OCTAHOBIEHMSL
IpasutensctBa Poccuiickoit ®enepammu ot 11 HosiGpst 2007 r. Ne 781 «O6 yrRep-
Kaenud ITonoxenust 06 obecrieyenny 6e30MaCHOCTH IEPCOHATBHBIX JaHHBIX IPU KX
00paboTke B MHPOPMALMOHHBIX CHCTEMAX NMEPCOHANBHBIX JAHHBIX», HA OCHOBAHUH:

- «Pexomennanuii mo obecreyeHU0 6GE30MACHOCTH MEPCOHANBHBIX JAHHBIX
npu UX 00paboTKe B MH(OPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX TaHHBIX», YTBEp-
KIeHHbIX 3amectuteneM aupekropa ®CTOK Poccun ot 15.02.2008 r.,

- «TumoBbIX TpeOOBaHUM MO OpraHU3alMKU M 00ecIeyeHnio (yHKIHOHUPOBA-
HHS LH(QPOBATEHBIX (KPHIITOrpadyecKux ) CpeacTB, MpeHa3HAYEeHHBIX TS 3AIHThI
HH(OpMALKK, He COIepIKalllel CBeleHMH, COCTABISIONMX [OCYJapPCTBEHHYIO TaiHy
B CITy4yae W3 UCII0JIb30BaHusA 171 obecrnedeHus 0e30MacHOCTH ePCOHANBHBIX JAHHBIX
MpU UX 00paboTke B MHPOPMALMOHHEIX CHCTEMax IIePCOHATBHBIX JIaHHBIX», YTBEp-
XKIeHHBIX pykoBoacTBoM § Llentpa @Ch Poccun 21.02.2008 r. Ne 149/6/6-662.

B Ilonutke onpenenens! TpeboBanus k nepconany MCITJ[H, crenens oTBeT-
CTBEHHOCTH II€PCOHANA, CTPYKTYpa U HEOOXOMUMBIH YpOBEHb 3alIMIIEHHOCTH, CTa-
TYC W JOJDKHOCTHBLIE O0S3aHHOCTH COTPYJIHHMKOB, OTBETCTBEHHBIX 3a OOecIedeHHe
OesonacHocTH nepcoHanbHbiX HaHHelx B UCITa T'OY CIIO MO «Kommemx wuc-

KYCCTB».



1 O6mue nmoJio:keHust

Lensro nactosmeit [Tonutuku sBnseTcs obecrnedenue 6e30MaCHOCTH OOHEKTOR
3amuThl Komnempka ot Beex BUJIOB YIpos3, BHENIHUX W BHYTPEHHUX, YMBILLIEHHBIX 1
HeTIpeTHaMEPEHHBIX, MUHUMHU3alLHs yiepba 0T BO3MOKHOMN peann3auu yrpo3 6e3o-
nactocta I10a (YBITdn).

be30onacHOCTh MepcoHaNIbHBIX JAHHBIX JOCTHTAETCSA MyTEM HCKIIOYEHHS He-
CaHKIMOHMPOBAHHOI'O, B TOM YHCJIE CIIy4aliHOTO, IOCTYTIA K MePCOHATBHBIM JAHHBIM,
pe3yITbTaTOM KOTOPOTO MOXKET CTAaTh YHHYTOXKEHUE, H3MEHEHHE, GIIOKHPOBaHHUE, KO-
IMUPOBaHUE, PACTIPOCTPAHEHHE MEPCOHAIBHBIX JIAHHBIX, 4 TAKKe HHBIX HEeCAHKIIHO-
HHUPOBAaHHEIX NEUCTBUI.

Mupopmanus u cBsi3anHbIe ¢ Heil pecypebl TOKHBI ObITh TOCTYITHBI JUIS ABTO-
PU30BaHHBIX IOJIb30BaTeNeH. JIOMKHO OCYIEeCTBIATECS CBOEBpEMEHHOE OOHApykKe-
HUe U pearupoBanue Ha YbII/lx.

JIOIKHO OCYLIECTBIATECS NpeNoTBpallieHHe MpeJHAMEPEHHBIX MIH Ciydaii-
HBIX, YaCTHYHBIX HIIH TIOJHBIX HECAHKIHOHMPOBAHHBIX MOJH(MHUKALUN MM YHHYTO-
JKEHHS TaHHBIX.

CoctaB 00BEKTOB 3alllUTBI MPEJICTaBICH B [Tepeune NEPCOHANTBHBIX HNAHHBIX,

Imoanexamux 3alInuTe.

Coctas MCII/In noanexanux 3amure, npeacrasied B OTyeTe o pe3yisTarax

IIPOBEJICHUS BHYTPEHHEH I[IPOBECPKH.

Ota [lomuTiKa MH(OPMAaHOHHOH Ge30MacHOCTH Obla yTBEpIKIEHa AUPEKTO-
pom 'OV CIIO MO «konne’k UCKycCTB» H BBeJ€HA B IeiiCTBHE NPUKa3oM Ne

OT XX XX XXXX.
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2 Obnacre aeiicTBus
TpeboBanus nactosmei [TomuTHKYE pacnpoCTPaHSIOTCS Ha BCEX COTPYLHUKOB
Komnmepka (I0TaTHBIX, BpeMEHHBIX, pabOTAIOINX 110 KOHTPaKTy W T.II.), @ TAK)Ke BCeX

NPOYHUX JIAL ( ayTUTOPBI U T.IL.).
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3 Cucrema 3aIUTHI NEPCOHATBHBIX TAHHBIX

Cucrema 3ammThl HepcoHaNbHbIX AaHHbIX (C3I1/1H), CTPOMTCS HA OCHOBAHUH:

- Otuera o peE3VIbTaTaX MPOBEACHUS BHYTPEHHEN ITPOBCPKH,

- Ilepeuns HEPCOHATIBHBIX JaHHBIX, IMOJISKAIIUX 3allIHTE,

- AkTa KnaccuuKkauyuy HHOOPMAIHOHHON CHCTEMbI TePCOHAIBHBIX TaHHBIX;

= MO,[LGHH yrpo3 0e30MacHOCTH NEPCOHAJIbHBIX JaHHBIX;

- [Tonoxenust o pasrpaHy4YeHUH TIpaB JOCTYIIa K 06D368.TBIBa€MbIM nepco-

HaJTbHBIM JaHHBIM,

- PyxoBogsiux nokymenToB @CTIK u ®CE Poccun.

Ha ocHoBaHuM 3THX JIOKYMEHTOB OIpeJelisieTcss HeOOXOMUMEI ypOBeHb 3a-
mumensocty IT/TH xaxnoit UCTIQn Komnemka Ha ocHoBaHMM aHanmM3a aKTyambHBIX
yrpos Gesonactoctu I1/ln onucansoro B Mogemn yrpos u OTdera o pesynprarax
IIpOBEJICHHs] BHYTPEHHEH NpOBepKe, AeNaeTcsl 3aKII0YeHHe O HeOOXONUMOCTH HC-
[10JIb30BaHUA TEXHUYECKHUX CPENCTB M OPraHU3allHOHHBIX MEpPONIPUATHIl Juis obecre-
yenust 6esonacuoctu [T/1H. BriOpaHHbIe HEOOXOIUMbIE MEPONIPHATHS OTPAKAIOTCS B

I Inane MeponpusaTuii no obecrneyenunto 3ammtel [1J]H.

Host kaxoit UCIIH nosmskeH ObITh COCTABIIEH CMMCOK HCIIONB3YEMBIX TEXHH-
YECKHX CPEJICTB 3alUTHI, & TaK )K€ MPOrpaMMHOI0 OOeCIieueHHs] y4acTBYIOLIEro B
obpabotke I1/11, Ha Bcex anemenTax MCIT)1x:

- APM nonr3osareneii;

- CepBepa NpuIoKeHHil,

- CYBJ;

- I'panuua JIBC;

- KaHanos nepenauu B cetu obLiero moab30BaHus U (WIH) MeXIyHAPOIHOTO
oOMeHa, ecii o HUM nepenarotcs [1]]H.

B 3aBucumoctu or yposHs sammiieHHoctd VICTIJIH ¥ aKTyalnbHBIX yrpos,
C3IT/11 MoxeT BKIIOYATh ClIeYIOIIHE TEXHHIECKHE CPEICTBA:

- AaHTUBHPYCHBIE CPeJICTBA [l pabounX CTaHLUi 0Ib30BaTeNel U CEPBEPOB;

- CPCACTBA MEXXCETEBOI'0 3KPpaHHUPOBAHHUA,
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- CPENCTBA KPUNTOTPaGUUIECKOH 3alUMThl HHPOPMALUU, [PU Mepefade 3alli-
11aeMoii HH(pOpMalIUK 10 KaHaJIaM CBSI3U.

Tak xe B CITUCOK JTOMKHBI OBITH BKIFOYEHB! (PYHKIMH 3aIlUThL, 00ecrneynBac-
MBIE IITATHBIMM CpesicTBaMu 0Opadotku II[H onepaunonueiMu cuctemamu (OC),
npuknagaeM 1O 1 cnennansHBIME KOMILIEKCaMH, Peau3yIoIMMH CPEICTBa 3allli-
Thl. CIMCOK DYHKLUH 3alIMTBl MOXKET BK/IIOYATH:

- YOpaBJIeHHE U pasrpaHHYeHe TOCTYIIA [10JIb30BaTelIEH;

- PETUCTPaLMIO U yYeT NeHCTBUI ¢ uH(OpMaITHeil;

- - obecrieuynBaTh UETOCTHOCTh JaHHBIX;

- - IPOU3BOJIUTEL OOHAPYKEHUH BTOPIKEHHH.

CHHCOK HCTONBb3yeMBIX TEXHHYECKHX CpencTB oTpaxaercs B Iliane mepo-

NPUATHH 110 00eCIIeYeHHIO 3aIUTEL [IEPCOHANIbHBIX JaHHBIX. Criucok HUCTIOJIb3YEMBIX

CPEICTB NOJIKEH IOJJICPIKUBATECS B aKTyaJlbHOM COCTOSIHUM. IIpM M3MEHEHUH co-
CTaBa TEXHUYCCKMX CpeACTB 3aluuThl win 31nemenToB MCII/IH, cooTBeTcTBYyIOIME
M3MEHEHHUS JIOJDKHBI ObITh BHeceHbl B CITMCOK M yTBep/KAeHbI aupektopoM Kommen-

’Ka W JIMIIOM, OTBETCTBEHHBIM 3a obecrieueHue 3amuTsl [1/[H.
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4 Tpe6osanus k noxcucremam C3I1/Iu

C3I1dn BKmrOHaeT B cebs cleAyIOIHe MOACHCTEMbI:

- YIPaBIEHUsI JOCTYIOM, PETHCTPALIUY B YYeTa;

- 00ecrieueHHs LeIOCTHOCTH U JOCTYITHOCTH;

- aHTHBHPYCHOM 3allUTHI;

- MEXCETEBOTO 3KPaHUPOBAHUS;

- aHaJIM3a 3alUIIeHHOCTH;

- 00Hapy KeHHsT BTOPKEHHIA;

- KpUnTorpapuaecKkoi 3aluThl.

Honcucrempr C3II/IH MMEIOT pasnuyHBI (YHKIHOHAT B 3aBUCHMOCTH OT

knacca MCTI/n, onpenenennoro B Axkre knaccudukanny uHGOPMALMOHHON CHCTe-

MBI NEPCOHANBHBIX NAHHBIX. CIHCOK COOTBeTCTBHS (yHKumi momcucrem C3I1/IH

Kjaccy 3allMIICHHOCTH NpeAcTaBieH B [IpunoxeHun.

4.1 lloacucTempl ynpapieHHsi J0CTyIOM, pervcTpauHty M y4dera

[loncucrema ynpaeienust TOCTYNOM, PerMCTpPALlMH M y4era Ipe/Ha3HaYeHa
JUISL pealu3aluy CJIeyIOMHX (yHKIAI:

- HIGHTH(UKALMK ¥ IPOBEPKA NOIIHHHOCTH CyGHEeKTOB J0CTyIa pu BXOJle B
HNCTIx;

- MICHTH(UKAIMK TepPMHHANOB, y3JIOB CETH, KAHAJIOB CBS3M, BHELIHHX yCT-
POMCTB IO JIOTHYECKHM HMEHaM;

- WICHTH(UKALMK TIPOTPaMM, TOMOB, KAaTaloros, (Baiilos, 3anucelf, morneii 3a-
[IHUCEH IO UMEHAaM;

- PETUCTpalnH BXOJa (BbIX0a) CyOHEKTOB JI0CTYNA B CHCTEMY (M3 CHCTEMBI),
00 perucTpaiys 3arpy3ki U MHUIMATH3ALNN OTIepPAHOHHON CHCTEMBI H ee 0CTa-
HOBA.

- PerUCTpaliH TIOTBITOK JOCTYIA MPOrPaMMHBIX CPEICTB (Iporpamm, Mpolec-
COB, 3aJ1a4, 3a/laHHii) K 3allUIaeMbIM daiinam;

- PETUCTPAlMU TOMBITOK OCTYNa MPOrPaMMHBIX CPEICTB K TepPMHMHAIaM, Ka-
HallaMm CBA3M, IporpaMMam, ToMaM, Karajaoram, (haiaam, 3amucsm, MoJsM 3armuceit.
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[loxcucrema ynpaBieHHs DOCTYIIOM MOXKET OBITh PealH30BaHa ¢ OMOIIBIO
WITATHBIX cpeacTB 00paboTku I1/IH (onepannoHHEIX cuctem, npunoxeruii u CYBJI).
Tak ke MOXeT OBITh BHENPEHO CICLHAIbHOE TEXHHYECKOe CPEACTBO MIIM UX KOM-
IIIEKC OCYIIECTBIAIOMHNE JIONOIHUTENBHBIE MEPBI IO Ay TEHTU(GHUKALMU U KOHTPOJIIO.
Harnpumep, npuMeHeHne eIHHBIX XPaHUIIHI YUETHBIX 3alHCell MoIb30BaTeNel i pe-
THCTPAUMOHHOH MH(GOPMALMH, HCTIONE30BaHHEe GHOMETPUYECKUX M TEXHHYECKUX (C

TOMOLIBIO 3TEKTPOHHBIX POIYCKOB) Mep ayTeHTU(HUKAIIHN U JIPYTHX.

4.2 Ilogcucrema oGecneyeH sl HEJTOCTHOCTH H JOCTYIHOCTH

[logcucrema obecriedeHus HENOCTHOCTH M JOCTYITHOCTH NpefHA3HAYEHA JJIs
obecrieyeHust LUENOCTHOCTH M A0CTYMHOCTH IIJIH, NpOrpaMMHBIX M ammmapaTHbIX
cpencts MICIT/ln Yupexnenus, a Tak xe CPeACTB 3allUThI, MPH CIy4aiHON WM Ha-
MEPEHHON MOAH(UKAIIHH.

Tloacucrema peanusyercs ¢ MOMOIIBIO OPraHU3aLUH PE3ECPBHOTO KOIIMPOBAHHS]

06pa63TBIBaeMBIX AAaHHBIX, a TaK K€ pPE3epBUPOBAHHUEM KIIFOYEBBIX 3JIEMEHTOB

WCTT/Tn.

4.3 IloacucreMa aHTHBHPYCHOI 3aIHTHI

[lToncucTeMa aHTUBUPYCHOW 3alIMThI NpenHa3HAuYeHA I 0becreveHms aHTH-
BUPYCHOM 3ammuThl cepepoB U APM nonb3zosareneii MUCITx Konnemxa.

CpeznctBa aHTUBMPYCHOH 3aIUTBI MPEIHASHAYECHBI I PEANH3alMH CIeayIo-
MUX (YHKIUI:

- Pe3UICHTHBIN aHTHBUPYCHBIA MOHUTOPHHT;

- QHTHBUPYCHOE CKaHMPOBAHUE;

- CKpUIIT-OJIOKHPOBAHKE;

- IeHTPAIM30BaHHYIO/YIaJIEHHYIO YCTaHOBKY/ACUHCTAIIISALMIO AaHTHBUPYCHOTO
NPOIYyKTa, HACTPOHKY, aIMHUHHCTPUPOBAHUE, MPOCMOTP OTYETOB M CTATHCTHYECKOM
MH(pOpMAaIUH 110 paboTe MPOAYKTa;

- aBTOMaTH3MPOBaHHOE OOHOBJIEHHE aHTUBHPYCHBIX 0a3;

- OTpaHUYE€HHE MPaB I10J1b30BaTElsl HAa OCTAHOBKY HCITONHSIEMBIX 3aJa4 M U3-

MEHEHHSI HaCTPOEK aHTUBUPYCHOIO MPOrPaMMHOI0 00eCIIeUeHHUS;
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- ABTOMATH4eCKHH 3allyCK Cpasy MocJle 3arpy3Ku OneparioHHON CHCTEMEI.
loncucrema peammsyercst myTeM BHEAPEeHHs CMEIHANBHOTO AHTHBHDPYCHOTO

NporpamMMHoro obecrnedenus Ha Bee anemedTh MCI1/H.

4.4 TloncucreMa MeKceTeBOro 3KpaHHPOBAHHUSI

Iloncncrema MeKCETEBOro 3KpaHMPOBAHMS I[IpeJHA3HAYEHA JUIS peau3aliu
CIIEAYIOIINX (PYHKIIUH:

- pUIBTpaMU OTKPHITOrO U 3alIM(PPOBAHHOIO (3aKPBITOTO) [P-tpaduka mo
CIIeAYFOLINM MTapaMeTpam;

- QUKCAlMK BO BHYTPEHHHX KypHAlaX MH(QOPMALHH O MPOXOIALIEM OTKPbI-
TOM H 3aKpbITOM [P-Tpaduke;

- HIGHTH(DHKALMK U ayTeHTH(UKAINIO aIMIHUCTPATOPA MEKCETEBOTO SKpPaHa
TIPH €T0 JIOKABHBIX 3aNpocax Ha TOCTYII;

- perucTpalyu Bxoja (BbIXOHa) afMHHUCTPATOPA MEKCETEBOTO KpaHa B CHC-
TeMy (M3 cHCTeMBbI) MO0 3arpy3KH M HHHLHATM3AUMA CUCTEMBI U €@ IIPOrPaMMHOI0
OCTaHOBA;

- KOHTPOIIS 11€JIOCTHOCTH CBOEH MPpOrpaMMHON U HHQOPMAIIHOHHOHN YacTH;

- QUIBTpanuK NaKeTOB CIYKeGHBIX IPOTOKOJIOB, CITYKAIINX TS JMArHOCTHKH
M yIpaBlieHus paboTol ceTeBbIX YCTPOHCTB;

- GuibTpalMK ¢ y4eToM BXOIHOIO H BBIXOIHOTO CETeBOro MHTepdeiica Kak
CPEeCTBO MPOBEPKH ITOATMHHOCTH CETEBBIX aIpPECOB;

- PErMCTpalluy U y4eTa 3apaliBaeMbIX CEPBUCOB MPUKIaIHOTO YPOBHSL;

- O7I0KMpOBaHUS NOCTyNa He MICHTU(DHIMPOBAHHOTO 06beKTa MM CYGBEKTa,
TMOJUIMHHOCTE KOTOPOIo MPH ayTeHTH()MKALUK He MOATBEPANIIACE, METOJAMHU, YCTOH-
YUBBIMHU K IepexBary;

- KOHTPOJISl 38 CETEBOW aKTUBHOCTBIO IPHIOXKEHHI W OOHApyKeHHs CEeTeBBIX
aTax.

IloxcucTema peanusyerca BHEIPEHHEM MPOrPAMMHO-AINIIAPaTHBIX KOMIIEKCOB

MEKCETEBOTO YKpaHUpoBaHus Ha rpaHulle JICB, kiraccom He HuKke 4.
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4.5 IMoacucrema aHATH3a 3AUIHIEHHOCTH

[loxcucrema ananusa 3alUIEHHOCTH, JOMKHA 00ECTIEYUBATD BBISBICHUS ys13-
BUMOCTEH, CBA3aHHBIX ¢ oumOKkamu B koH(urypammu 10 UCII/IH, KoTopbie MOTYT
ObITh MCTIONB30BAHBI HAPYLIUTENEM IS peaan3alii aTaky Ha cucTeMY.

OyHKUHOHAI MTOACKCTEMBI MOXKET ObITh PEaTH30BaH MPOrPAMMHLIMU K po-

'paMMHO-alllapaTHBIMH CPE/ICTBaMHU.

4.6 Iloacucrema oGHApY KeHHsT BTOP/KEHHIH

IMoacucrema obHapyKeHUsT BTOPKEHHUI, TOIKHA 0beceYnBars BhISBACHHE Ce-
TeBBIX aTak Ha anemeHTsl ICII/IH noakmoueHHbIe K CeTAM OOLIEro MoIb30BaHUsS U
(MIM) MeXTyHapOIHOro 00MeHa.

OyHKIHOHAI MOJCHCTEMbI MOXKeET ObITh pearn30BaH NPOrPAMMHBIMH H npo-

I'PaMMHO-allllapaTHBIMHK CPEeACTBaAMH.

4.7 llogcucrema kKpunTorpaguuecKoii 3aHTDI

Ioncucrema kpunrorpaduyueckoil 3auThl NpeaHa3HAYEHa TS HCKIIOUEHMs
HCJ x 3ammmaemoit undopmanuu 8 UCI/H YupexxaeHus, Ipy ee repenadu mo Ka-
HaJlaM CBSI3H CeTel 00LIero nomp30BaHus U (UITH) MEX/yHapOIHOTO 0OMeHa.

Iloncucrema peanusyercs BHEAPEHHsI KPHITOrpadMUecKUX IIPOTPaMMHO-

allllapaTHBIX KOMIIJIIEKCOB.



S Ioaw3oBareau UCII/Iu

B Konuenuuu nadopmannonnoii 6ezonacHoct onpeaeneHsl OCHOBHBIE KaTe-

ropuu rnojb3oparesneil. Ha oCHOBaHMM 3THX KaTerOpHH HOJKHA OLITH NIPOM3BENEHA
Tunu3anua noib3osareneid MCII/In, onpenenen X ypoBeHb JOCTYIIA U BO3MOYKHO-
CTH.

B UCTIIH YupexaeHus MOXXHO BBIICIHTH CIEIYIOLIME FPYIITBI MONB30BATe-
JIed, y4acTBYIOLIUX B 00paboTke u Xpanenuu I1/IH:

- Anmunuctparopa VCIT/IH;

- AnMuHNCTpaTopa 06e30MacHOCTH;

- Oneparopa APM;

- AIMHUHHCTpaTOpa ceTH;

- Texunyeckoro crnenuanucra no obcay:KUBaHUIO NepudepuiiHoro o6opyo-
BaHUS;

- IIporpammuct-pazpadoraux UCIT/IH.

JlaHHBIE O TpyNmax Mojib30BaTENIX, YPOBHE MX J0CTYNA U HHGOPMUPOBAHHO-

CTH OOJAKEH OBITh OTPaKCH B [lonoxenue o pasrpaHuYeHrH IMpaB q0CTyIa K 06]336&-

TBIBAEMBIM MTEPCOHAJIEHBIM JaHHBIM.

5.1 Aamunucrpatop UCII/In

Apmunuctpatop UCTI/H, corpynauk Komneaka, OTBETCTBEHHBIN 3a HACTPOIi-
Ky, BHepeHHe U conpoBokaenne MCIT/In. ObecnieunBaeT GpyHKIMOHHUPOBAHUE 101
cuctemsl ynpasiieHust poctynom MCII[IH ¥ ynomHOMOYeH OCYIIECTBIISATH Mpenoc-
TaBJICHUE U pasrpaHUYeHHE JOCTYyNa KOHEYHOTo Ioib3oBatens (Onepatopa APM) k
3NIEMEHTAM XpaHsLLIUM [IepCOHAIIbHBIE JJAHHEIE.

Anvunucrparop MCIT/IH obaagaeT crieytonmM ypoBHEM A0CTYNA U 3HAHHIA;

- 00amaet moiHoH nHGOpMaLKel 0 CHCTEMHOM M PHUKJIaAHOM IPOrPaMMHOM
obecneyenun MCI1/IH;

- oOylaaeT mosHoOM UH(OpPMaIHel 0 TeXHHYECKUX CPEICTBAX M KOH(UIYpaluu
NCITH;

- UIMeeT JOCTYIl KO BCeM TEXHHYECKHM cpejcTBaM o0paboTKu MH(OpMALNKA U
nanueiM UCTTIH;
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- o0najaeT npaBaMM KOHQUTYPHPOBaHHS M aIMWHUCTPATHBHON HACTPOMKH

TexHu4yeckux cpeacts MCIT/x.

5.2 AaMuuucTpaTop 6e30nacHOCTH

AnMunucTpaTtop 0e30macHOCTH, COTpyAHMK Kollemka, OTBETCTBEHHBIH 32
dynkunonnposanue C3II[{H, BKtouas 00CTyKMBaHHE M HACTPOMKY aJMUHHCTpa-
THUBHOM, CEPBEPHOM U KITMEHTCKON KOMITOHEHT.

AIMUHHCTPaTOp Ge30macHoCTH 06/1afaeT CIeAyIOUUM YPOBHEM [OCTYNA H
3HaHWI:

- obnanaer npasamu Anmunuctparopa MCIT]x;

- obagaer nonHoi nadopmanueii 06 MCIT/IH;

- MIMECT JIOCTYI K CPEJCTBaM 3alllUThl HHQOPMAIMK U [POTOKOIHPOBAHUS U K
4acTH KJIH4eBsIX 3aeMeHToB MCTT/H;

- HE UMEeT I1paB JIOCTYIa K KOH(PUIYPUPOBAHHIIO TEXHUYECKUX CPEJICTB CETH 3a
HCKJIFOYEHHEM KOHTPOJIBHBIX (MHCIIEKIIHOHHBIX ).

AJIMHUHHCTPATOP OE30TIaCHOCTH YIIOJHOMOYEH:

- PeallM30BbIBATE MOJUTUKH Oe30macHOCTH B yacTu HacTpoiiku CK3U, mexce-
T€BBIX 3KPaHOB M CHCTEM OOHApY)KEHHs aTaK, B COOTBETCTBHH C KOTOPHIMH M10JIB30-
Batens (Oneparop APM) nomy4aer Bo3MOKHOCTh paboTath ¢ sneMmentamu MCIT)[;

- OCYILECTBIISATh Ay IUT CPEJICTB 3all[UThL;

- YCTaHaB/IHUBaTh JOBEPUTEIbHbIE OTHOIICHUS CBOEH 3alllMILEHHON CeTH ¢ ce-

TAMU APYTUX YUpEKIEHHH.

5.3 Onepatop APM
Omneparop APM, corpynnuk Komremwka, ocyumectsasromuii o6paborky I1IH.

Obpaborka [1/In BKIIOYaeT: BO3MOXKHOCTH mpocMotpa I1/[un, pyunoit Beox I1J[H B
cuctemy WCII/In, ¢opMmupoBaHue CripaBoOK M OTYETOB MO MH(OPMALMH, MONYYEH-
Hoit u3 HMICII/I. Onepatop He MMeeT MOMHOMOYHIT Il yIpaBICHUSA MOICHCTEMAMH
o0pabotku gaHHbIX 1 C3I1/1H.

Oneparop MCII/IH obnagaer ciefyrouuM ypoBHEM JOCTYIIA U 3HAHMUIA:

e}
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- obnajaeT BceMH HeOOXOIUMBIMU aTpubyramu (Hampumep, nmaposiem), obec-
MEeYHBAIOIIMMH JOCTYH K HEKOTOPOMY NOIMHOKecTBY [1]IH;

- pacioJjaraeT KOH(bH,E{EHI_IHaHI)HI:IMH AaHHBIMH, K KOTOPBIM UMEET JOCTYII.

5.4 AaMHHHCTpaTOp ceTH

AZIMAHHCTPATOP CETH, COTPYIHUK KoJtemka, 0TBeTCTBEHHbIH 3a (hYHKI[HOHH-
poBaHue TeleKOMMyHHKauHoHHOH nmoacuctemel MCII/IH. AnvunucTpatop cetn He
MMEEeT MMOJTHOMOYMH I yIIPaBIIEHHs MOJCUCTEMaMu 00paboTKH JaHHBIX U Ge3omnac-
HOCTH.

ATIMUHHCTPATOp CeTH 00NaJiaeT cieAyIOIIM YPOBHEM J10CTYTA U 3HAHUIL:

- 00J1a1aeT 9acTbro MHPOPMALMH O CHCTEMHOM M MPHKJIAIHOM ITPOrPaMMHOM
obecneuennn MCTT/H;

- o0J1aaeT 4acThio HHOOPMAIIMK O TEXHHYECKHX CPeICTBAX M KOH(GUIYpaLHU
NCITI1/#;

- MMeeT (Gu3MIeCKUH JOCTYNl K TeXHHYECKHM CpelCTBaM o6paboTku MH(Op-
MalHHu U CPeJCTBaM 3alllUTHI;

- 3HAeT, 110 MEHBIIIEH MEPC, OAHO JIETAJIbHOE UM OOCTYyIIA.

5.5 Texnuvecknii cnenua ncT 1o o6CayKHBAHHIO nepHdepuiiHoro
obopyroBaHusi

TexHuyecknit crienuanucT no obcmy:kUBaHUIO, coTpyaHUK Kostemka, ocyle-
CTBIIsIET 00C/y)KMBaHHE U HACTPOUKy mepudepuiinoro obopynopanus UCITIn. Tex-
HUYECKUH CrieqUaucT M0 OOCIyKUBAaHUIO He UMeeT aocTyna K [1J[H, He uMeeT moi-
HOMOYHH 11 YIIPaBJIEHUs [10JICHCTeMaMH 00pabOTKH JaHHAIX M 6e30I1aCHOCTH.

Texunuecknii crienmanuct no o6CTy,KMBAHMIO 00JIaTaET CIEAYIOIMM YPOBHEM
JOCTyIAa ¥ 3HAHUM:

- obnazaeT 4acTeio HHGOPMAIMU O CHCTEMHOM M HPHUKIAIHOM MPOrpPaMMHOM
obecneyenun MCIT/Ix;

- 0011a1aeT YacThi0 HHPOPMAIUK O TEXHUYECKHUX CPEeICTBAX W KOH(HUIypaluy
NCT1/1H;

- 3HaeT, 110 MEHbIIeH MEpPE, OJHO JICraJIbHOC UMA JOCTYTIIA.
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5.6 IIporpammuct-pazpadorunxk HCIIIn

lIporpaMMHCTBI-pa3spaboTIMKK (IIOCTABINMKH) IIPUKIAAHOIO IPOrpaMMHOIO
obecreuenns, obecneunBalONHe ero CONpOBOKIEHHE Ha 3alliMInaeMoM oobekTe. K

JaHHOM TPYTIE MOTYT OTHOCHTBCS Kak cOTpynHuku Koulemka, Tak ¥ cOTPYAHUKH

CTOPOHHHUX OpraHU3aLINH.

JInuo 3T0# KaTeropuu:
- obnajaet uHGopMauueil 06 anropuT™Max M nporpammax o06paboTku uHbOp-

manuu Ha UCT1]IH;

- 00/1a71a€T BO3MOXKHOCTSIMH BHECEHHS OLIMOOK, HeJeKIapHpOBaHHBIX BO3-
MOXHOCTEH, NPOrPaAMMHBIX 3aKJIal0K, BPEJIOHOCHBIX MNPOrpamMM B IPOrpaMMHOE
obecnieuenrie MUCTI/IH Ha cTamuu ee pa3paboTKH, BHEAPEHUS U COMPOBOKICHHS;

- MOXKET pacmojiarate JI0ObIMH (parMeHTaMH HH(GOPMAIMH O TOIOJIOIUU

VCIIIH n TeXHHYeCKHX cpeicTBax obpaborku M 3amutel [1/TH, 0GpabaThiBacMbIX B

WCII/dn.
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6 TpeGoBanus K nepcoHasy no ofecrnedeHnI0 3amuThI I/In
Bee corpynnuku I'AIIOY MO «MI'KM», sBisommecs MOmb30BATE SIMM

VICTI/1H, 1OJDKHEL 4€TKO 3HATB U CTPOTO BBIMOJHATh YCTAHOBICHHBIE npasuia U 005-
3aHHOCTH [0 AOCTYIy K 3allMINaeMbIM 00bEKTaM H COOITIONCHHIO PUHSATOTO PeKIMa
oe3onacHocTu IT/]H.

lIpn BeTymieHMM B JIOTKHOCTE HOBOTO COTPYHMKA HENOCPENCTBEHHBI Ha-
HaJIbHUK MTOJpa3sae/IeHus, B KOTOPOE OH IMOCTYIAeT, 00s3aH OPraHW30BaTh €ro 03Ha-
KOMJICHHE C JODKHOCTHOM HMHCTPYKLMEH M HEOOXOMMMBIMH JOKYMEHTAMH, perja-
MEHTHPYIOINMH TpeGoBanus no 3amute [1/[H, a Takke 0OydeHHe HaBbIKaM BBIIIOJI-
HEHHMs IPOLENYp, HEOOXOMUMBIX /1715 CAHKIIMOHHPOBAHHOTO Mcronb3oBanmst MCTTIx.

CoTpynHuK J10JKeH OBITh 03HAKOMIIEH CO CBEJICHHAMH HacTosmel [ToIMTHKH,
NPUHATBIX Npotieayp pabotsl ¢ anemertamu MCITIx u C3I1/1H.

Cotpynnukn Kosnemxka, Mcrons3ylomye TeXHHYECKHE CPe/ICTBa ayTeHTuhu-
KLU}, JI0JUKHBI 00€CTIeYMBATE COXPAHHOCTh HAEHTH(PUKATOPOB (3NEKTPOHHBIX KITIO-
ueit) u He pomyckats HCJI k HuM, a Tak e BO3MOKHOCTh MX YTEPH WIH HCIIONB30-
BaHWs TPETBUMH JHLAMHU. [107b30BaTe/I HECYT MEepCOHANBHYIO OTBETCTBEHHOCTE 34
COXPaHHOCTb HIEHTH(PHUKATOPOB.

Corpyanvku Komnenxka ROMKHBI clle0BaTh YCTAHOBIEHHBIM poLeypam

nojjepxanus pexxuma 6ezonacHocty I1/I# npu BEIGOpE M MCIIOIB30BAHUM HAPOJIEH

(eciu He MCIONB3YIOTCS TeXHHYECKHE CPe/ICTBA ayTeHTU(UKALIIH ).

Corpynunku Konnenka 0mKHbI 00eCIeYHBATL HAMIEKAILYIO 3ALLATY obopy-
JI0BaHyA, OCTaB/IsIeMOr0 Oe3 MPUCMOTpPa, 0COOEHHO B TeX Cily4asX, KOT/a B [OMeLIe-
HHE UMEIOT AOCTYIl MOCTOPOHHHE JiHla. Bee mome3oBaTenn T0/KHBI 3HATH TpeboBa-
Hus 1o 6esonacnocty I1/IH 1 poLeyphl 3aMUTHl 060PYIOBAHHUS, OCTABICHHOIO 6e3
[IPUCMOTpA, a TaKXKe CBOU 00S3aHHOCTH 0 06ECIIeYeHHIO TaKOH 3allHThL.

CoTpymHMKaMm 3ampellaerTcs YCTaHABIMBATL IIOCTOPOHHEE IIPOTPAMMHOE
obecrieyenue, M0IKII0YATh JITYHBIE MOOUIBLHBIE YCTPOHCTBA M HOCHTEIH UH(pOpMa-

[IMH, a TaK K€ 3allMChIBaTh Ha HUX 3allUIIaeMYI0 I'IH(bOpMaHI/I}O.
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CotpyznHyKaM 3anpelaercs pasriamarh 3alMiiaeMyo UHGOPMALHIO, KOTO-
pas cTajna UM M3BeCTHA IPH paboTe ¢ HHPOPMALHMOHHBIME CHCTEMAMH YUpexIeHUs,
TPETHUM JIMLIAM.

IIpu pabore ¢ I1/In 8 UCI1/IH cotpyanuku YupesxaeHus oOs3ansl o6ecnednTsh
OTCYTCTBHE BO3MOXHOCTH mpocMmoTpa II[In tpetbuMu munamu ¢ MoHuTOpoB APM
WJIA TEPMUHAJIOB.

Ilpu 3aBepmennn pabotsl ¢ MCITIn coTpyIHHKH 06s3aHbl 3ammTuTs APM
UM TEPMMHANIB! C TTOMOLUBIO OJIOKMPOBKHM KJIIOUOM MM DKBHBAJIEHTHOIO CPEICTBA
KOHTPOILS, HallpUMep, TOCTYIIOM 110 ApOJIIO0, €CIIH HE HCIIONL3YIOTCS 00lee CUITbHbIE
CpeJicTBa 3alIUTHI.

Cotpyaurka Komteka NOmKHBL GbITh porHGOpMUPOBaHEl 06 yrpo3ax Ha-
pyweHust pexuma Oesonacrocty I1/[H 1 OTBETCTBEHHOCTH 3a ero HapyuieHue. OHH
JIOJKHBI OBITh O3HAKOMJIEHBI C YTBEPKACHHON (POPMAIBHON MPOLEAYpPOil HANOKEHHUS
AUCUHUIIMHAPHBIX B3bICKAHMH Ha COTPYAHUKOB, KOTOPBIE HAPYUIMIH IPHHATHIE I10-
JINTUKY U IIpoueayps! 6e3omnacHocty I1]1H.

Cotpynuuku o0s3aHbl 6e3 mpoMeIeHusl coobIaTe 060 BceX HaGIOAaeMbIX
HJTH N0/103pUTeNBHEIX ciydasx padotel MICTI/IH, Morymux mosieds 3a coboii yrpossl
OesonacHocTu I1/1H, a TakKe O BBIIBICHHBIX UMH COOBITHSX, 3aTparvBarumx 6e3o-
nacuocts I1JIH, pykoBOACTBY moApa3sjieNeHus U JIHIY, OTBEYAIOIEMY 32 HeMeIeH-

HOE peardpoBaHue Ha yrpo3sl 6e3omacHocta IT]H.



7 Jo/skHOCTHBIE 00s13aHHOCTH Mob30BaTeeii UCIT

JlomkHocTHEIe 00s13aHHOCTH Monb3oBaTeneit UCIT{a onucads! B CJIe AYFOLHUX
JOKyMEeHTax:

- Muctpykius agmunanctparopa MCIIH;

- Mucrpykuus agmuHaucTpaTopa Gesonacnocta UCTT Ix:

- Unctpykius noabszosarens UCITJH;

= I/IHCT]JVKHI/IH HOJIB30BaTEJIA IPH BOSHUKHOBEHHWW BHEINTATHLIX CUTYaALIUM.




8 OtBercTBeHHOCTH coTpyannkoB UCIIIn Yupexnenus

B coorsercTBum co cr. 24 MenepansHoro 3akoHa Poccuiickoii Denepauun ot
27 wons 2006 r. Ne 152-®D3 «O mepcoHanbHBIX TAHHBIXY» JIHIA, BUHOBHbIE B Hapy-
leHnH TpeboBaHuii JanHoro MesepanbHOrO 3aKOHA, HECYT TPAkKIAaHCKYIO, YTOIOB-
HYI0, aIMMHUCTPATHBHYO, AUCIMIUTHHAPHYIO U HHYIO NPe/yCMOTPEHHYIO 3aKOHO1a-
TenbeTBOM Poccuiickoit @enepaliiin 0TBETCTBEHHOCTb.

JleficTByIomee 3akoHOAaTeNbCTBO PD 1103BOINISIET peIBABAATE TPeGOBAHMUS 10
obecrievenmio GezomacHol paboTh ¢ 3ammIaeMoil nHbOpMAIHel U IpeIyCMaTpH-
BACT OTBETCTBEHHOCTD 3@ HApyIIIeHHe YCTaHOBIEHHBIX ITPaBHII dKCILTyaTauu DBM u
CHCTEM, HENPABOMEPHBIM IOCTYN K HH(OPMALMH, €CIM ITH JACHCTBUS NPUBEIH K
YHHUTOKEHHIO, BIOKUpOBaHMIO, MOAH(BUKAIME HHGOPMALME WA HApyLIEHHIO pa-
0orel OBM nnum cerelt (ctatbu 272,273 u 274 VK PD).

Anmunuctparop MCTT/IH u amvuHRCTpaTOp 6€300acHOCTH HECYT OTBETCTBEH-
HOCTb 32 BC€ JICHCTBHSA, COBEPIICHHBIC OT UMEHH HUX YYETHBIX 3allMCEH WIIM CHCTEM-
HBIX Y4eTHBIX 3alliCeH, €C/IM He I0Ka3aH (aKT HeCaHKLIHOHHPOBAHHOIO HCIIOJIB30Ba-
HUS YYETHBIX 3alHCeH.

IIpu Hapymienusx corpynaukamu Komnemka — monbsosateneit UCITa npa-
BUJI, CBSI3aHHBIX ¢ Oe3omacHocThio IT/[H, OHH HECYT OTBETCTBEHHOCTH, YCTAHOBIIEH-
HYIO JIeHCTBYIOIINM 3aKOHOaTeNnbCTBOM Poccuiickoit denepanum.

[IpuBe/ieHHble Bhllle TpeOOBAHHS HOPMATHBHBIX JOKYMEHTOB IO 3alUTe HH-
(popmarun 1oKHE! ObITH OTpaXkeHbI B [lonokeHusx o nojpaszaeneHusx Kommempka,
ocymecTsistommx 00paborky 1[Il B MUCITJIH ¥ HOKHOCTHBIX MHCTPYKLHMSIX CO-
TpyaHukoB Konnemxka.

Heobxonumo Buectu B ITonoxenus o nmoppaszaenenusx Komnemxka, ocymecTs-
ssoux o6pabotky ITJIn B MICIT/IH cBeneHHs 06 OTBETCTBEHHOCTH MX PYKOBOIHUTE-
el U COTPYTHUKOB 3a pasriallleHHe U HeCaHKLIHOHHPOBAHHYIO MOAU(DUKAINIO (HC-
Kaxenue, anbcudpuxammro) [T/H, a Takke 3a HEMpaBOMEpPHOE BMEILATEIbCTBO B

MPOIIECCHl UX aBTOMAaTU3UPOBAHHON 00paboTKH.



9 CnucoK HCIOJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMAaTMBHO-TIPABOBEIMH M METOMYECKMMHI JTOKYMEHTAMH, Ha
KOTOPEIX Oasupyercs HacTosee [lonoxeHne sBISIOTCS:

1 ®enepanbhbiil 3akon ot 27.07.2006 r. Ne 152-03 «O nepcoHaNbHbIX TaH-
HBIX» (manee — D3 «O mepcoHanbHBIX NAHHBIX»), YCTAHABJIMBAIOLINI OCHOBHBIE
NPUHLIKNEL ¥ ycnoBus oOpaborku [1/[H, mpaBa, 0083aHHOCTH W OTBETCTBEHHOCTD
YYaCTHHUKOB OTHOILIEHUH, CBA3aHHBIX ¢ 00paboTkoit [T1/1H.

2 «Ilonoxenne 00 obecreyeHnn 6e30MACHOCTH MEPCOHATBHBIX JAHHEIX MPH
1X 00paboTke B MHPOPMAIMOHHBIX CHCTEMAaX MEPCOHANBHBIX JAHHBIX», YTBEPIKICH-
noe Ilocranosnenuem IpaBurensersa PO ot 17.11.2007 r. Ne 781.

3 «Ilopsimok mpoBenenus KnaccHOUKALMU HHGOPMALMOHHBIX CHCTEM ITIepco-
HaJIBHBIX JaHHBIX», YTBEPKIeHHbI coBMecTHBIM [Ipukazom ®CTDK Poccuu No 55,
®CB Poccuu Ne 86 u Munuudopmesszu PO Ne 20 ot 13.02.2008 r.

4 «Ilomoxenune 06 0coOeHHOCTAX 0OPAOOTKH MEPCOHANBHBIX JaHHBIX, OCYIIle-
CTBJIAEMON 03 MCIIONB30BaHUA CPENCTB aBTOMATH3allMW», yTBep:kIeHHoe llocra-
HoslieHHeM [ IpaBurensctBa PO ot 15.09.2008 1. No 687.

5 «TpeboBanust K MaTepuaIbHBIM HOCHTEIAM OHOMETPUUYECKHX MEPCOHATBHBIX
JAaHHBIX M TEXHOJIOTHSM XPaHEHHs TaKUX JaHHBIX BHE HHGOPMAILMOHHLIX CHCTEM
NEePCOHANBHBIX JaHHBIX», yTBepixaeHHble [locTaHoBienuem IlpaButensctea PD or
06.07.2008 r. Ne 512.

6 HopmatusHO-MeToMueckue nokyMeHTHl PelepanbHoil ciyk0bl 0 TeXHH-
9EeCKOMY M 3KCIEPTHOMY KOHTpoio Poccuiickolt @enepanun (nanee - PCTIK Poc-
cun) o obecneuenuro OesonacHoctu [1/IH npu ux obpaborke B MCI1/H:

7 Pexomenziaiuu 1o obecredeHHo 6e30MacHOCTH TEPCOHANBHBIX JAHHBIX TIPHU
1X 00paboTKe B MHPOPMAIMOHHBIX CUCTEMAX IIEPCOHANBHBIX JAHHEIX, YTB. 3aM. JH-
pexktopa @®CTDIK Poccun 15.02.08 r. (JICII)

8 OcHOBHBIE MEpOIPUATHS [0 OPTraHU3aLUH M TEXHUYECKOMY O00ecleueHHro
0e30MacHOCTH NEePCOHANBHEIX JAaHHBIX, 00pabaThiBaeMBIX B WH()OPMAUHMOHHBIX CHC-

TeMaxX MepPCOHANbHBIX AaHHBIX, YTB. 3aM. aupektopa OCTIK Poccun 15.02.08 r.

(ACIL)
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9 basoBas Moznens yrpos 6e30MacHOCTH NMEePCOHANBHBIX JAHHEIX IIpH UX obpe-
00TKe B HH(OPMALMOHHEIX CHCTEMAX MepPCOHAIBHBIX JAHHBIX, YTB. 3aM. JUpeKTopa
®CTDIK Poccuu 15.02.08 r. (JICIT)

10 Metomuka onpeneneHus akTyalbHbIX YTpo3 6e30macHOCTH IIEPCOHATBHBIX
JI@HHBIX TP X 00paboTke B HHMOPMALMOHHBIX CHCTEMAX MepPCOHAIBHBIX JaHHbIX,

yTB. 3am. nupexkropa @CTIK Pocenn 15.02.08 r. (JICII)



Ipunoxenne 1

No [lnan - nepeyenb TEXHUYECKHX MEPONPHATHIT IO 0becedeHnH Ge30MacHOCTH HUCIIA K3 K2 K1
I B noncncreme ympasnerns 1ocTynom:
Peanim3oBarh naeHTHOUKALMIO ¥ NPOBEPKY [10/UIMHHOCTH cYOBEKTOB JI0CTYTIA npu
1 BXoJie B onepanoHnyto cucremy MCII/IH no napomro yeaoBHO-NOCTOSHHOTO JeiCT- + + &
BH, JUIMHOH HE MEHEE 1ECTH OYKBEHHO-ITU(PPOBBIX CUMBOJIOB;
PeanusoBars naeHTHHHKAIINIO TEPMUHAIOB, TEXHUYECKHX CPEICTB obpabotku [1/1n,
2 y310B VICII/TH, KOMIIBIOTEPOB, KaHAIOB CBsI3H, BHEIIHUX yeTpolicte MCIIIH o ux - % +
JOTHYECKHM HMEHaM (ajipecaM, HoMepaM);
3 Peanusosats unentuduxanmio nporpamMm, ToMoB, Katanoros, dailios, sannceit, mo- ) 5 i
JIEH 3anuceit o UMeHaM;
4 PeanuzoBars KoHTponb ocTyna cyGBEKTOB K 3alIMIAEMbIM PECYpcaM B COOTBETCT- ) " i
BHH C MaTpHIIEH JoCTyna;
npu Hamuud noaxmoyvenus VICTI/IH k ceTam obliero mons3oBanus A0bKHO TpuMe- | He Hike 5-ro | He ke 4-ro | He nuxe 3-ro
5 HSTBCS MEKCETEBOE IKPaHUPOBAHHE. YPOBHSA 3allli- | YPOBHS 3allU- | YPOBHS 3all-
LIEHHOCTH UICHHOCTH LIIEHHOCTH
Hns obecnedenns 6€30MacHOro MEKCETEBOTO B3aHMO,ICHCTBHUS B HUCIIn nns pas- He uuxe 5-ro He nnxe 4-ro He mmxke 3-ro
6 HBIX KJIACCOB HEOOXOAMMO HCIOJIB30BaTh MDD YPOBHs YPOBHS YpOBHs
3AMHIIEHHOCTH | 3AlIMIIEHHOCTH | 3alIMINEHHOCTH
11 CpeacTBo 3aIMTEI OT [POIPAMMHO MAaTeMATHYECKAX BO3AeHCTRUI (ITMB):
PeanusoBars naenTHGHKALMIO H ayTeHTHPUKALMIO CYOBEKTOB I0CTYIA IPH BXOJIE B
CPCACTBO 3aLIMTHI OT IPOrpaMMHO MaTeMaTnyeckux Boszeiicteuiit ([IMB) u nepes
1 BBLIIOJIHEHUEM HMH JIIOOBIX Onepaluii Mo ynpasiaeHnio GyHKIUUIMH CPEeICTRa 3allH- i g "

Te1 0T [IMB 10 niapoto (W ¢ MCTIONB30BaHHEM HHONO MEXaHH3Ma ay TeHTH(UKa-
IIHH) YCIOBHO-IIOCTOSIHHOTO AE€HCTBUS ATHHON HE MeHee ecTH OYKBeHHO-
LU(PPOBBIX CHMBOJIOB;




OcyecTBAATS KOHTPOIIL MIOOBIX JeficTBIIT CyOBEKTOB JH0CTYIIA 10 YIIPABIEHHIO
ynxunsamu cpeserea samtel ot [IMB Tonsko mochne nmpoBejieHIs ero YCIHENHOH
ayTeHTH()UKAIIHH;

I[IpeaycMoTpeTh MexaHu3MBI GJIOKHPOBAHHS IOCTYIIA K CPeIcTBAM 3amiuThl oT [ IMB
[IPH BBITIOTHCHHH YCTAHABIHBAEMOT0 YHC/Ia HEYAAUHbIX MTOIBITOK BBO/A MApOJIs;

Heobxomumo nposojuth naenTudukanmio Gaiios, Karanoros, IporpaMMHBIX MO-
JlyJieil, BHEIIHHUX YCTPOHCTB, HCIOIBb3YEMBIX CPEACTB 3amuTsl oT [IMB:
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B HOJICHCTEME PETHUCTPAIHH H YIeTa:

OcyImecTBIIsTh PEruCTPANHIo BX0/1a (BBIX0A) CYOBEKTa I0CTYTA B CHCTEMY (U3 CHC-
TEMBI), JIH0O PEruCTPaLHIO 3arPy3KH H HHUIMAIH3AIIMH ONIEPAIIHOHHON CHCTEMBI U
€¢ [IPOrpaMMHOT0 0CTaHOBA. PerucTpanus BbIX0/1a U3 CHCTEMBI MJIM OCTAaHOBA HE
[IPOBO/IMTCA B MOMEHTEI anmapatyproro otkmodenus MCI1/In. B napamerpax peru-
CTPAIlMH YKA3BIBAIOTCA JIaTa H BPeMsl BX0j1a (BBIX0/1a) cyObeKTa JIOCTyIa B CHCTEMY
(M3 CHCTEMBI) HJIU 3arpy3Ku (OCTaHOBA) CUCTEMBL,

[IpoBoHTE y4eT Bcex 3alHIaeMbiX HOCUTEeH HHBOPMALIHH ¢ [IOMOMIBIO HX JI000i
MapKUPOBKH H C 3aHECCHUEM YUYETHBIX JaHHBIX B 3KYPHAaJ (YUETHYIO KAPTOUKY);

[IpoBOAMTE perucTpanmio BXoaa/BhIxo/1a cyObheKTOB A0CTYIA B CPEACTBO 3ALIMTHI OT
IIMB, peructpauuo 3arpy3xi 1 HHHLHAIM3ALAN TOTO CPE/ICTBA U €€ IPOrPAMMHO-
ro OCTaHOBA. B napamerpax perncrpaniu yKassiBaeTcs BpEMS U IaTa BXOa/BhIX0/a
cyOBeKTa focTyna B cpefcTBo samuthl o1 [IMB wim sarpysku/octanosa storo cpes-
CTBa, a TAKKe HICHTH(PUKATOP CyOBEKTA OCTYIIA, HHUIIMMPOBABIIETO JJAHHbIE Jeii-
CTBHS;

[IpoBoauTe perucrpariio cobbITuii nposepku u obHapyxkenus [IMB. B napameTpax
PCTUCTPALIMH YKa3bIBAIOTCA BpeMs U JlaTa MpoBepkH WK obHapyxkenus [TMB, naen-
TH(UKATOP cyObeKTa JOCTYIIA, MHHIMEPOBABIIETrO JIAHHGIC ACHCTBUA, XapaxkTep BbI-
NOJIHAEMBIX JICHCTBHH 110 POBEPKe, THII 0OHAPYKEHHOH BPeIOHOCHOH TPOrpaMMBbl

(BIT), pesynbTar geificTBuii cpeacTBa 3amThl M0 GnoKupoBankio [IMB;

IIpoBoaurs peructpanuio coObITHI O BHEAPEHHIO B CPEACTBO 3aluThl o1 [ IMB na-
KeTOB 00OHOBIIeHHI. B mapameTpax pernctpaiyu yKaspiBaloTCs BpeMs U jaTa 0OHOB-
JNeHus, ueHTH(HKaTop cyObeKTa I0CTYIA, HHHIIMHPOBABILETO JAHHOE JIeHCTBHE




BCPCHS H KOHTPOJIbHASL CyMMa MaKeTa 0OHOBICHUS

[IpoBomTs perucrpaniio cobbITHIl 3anycKa/3aBepieHus paGoThl MOJyJIeli cpecTBa
samuthl oT [IMB. B nmapametpax perucTpanin ykasblBaroTCs BpeMsl M JaTa 3amyc-
Ka/3aBepiueHus paboThl, HACHTH(GUKATOP MOILYJIs, HJIEHTH(DHKATOP CYOBEKTa A0CTY-
113, HHUTIHHPOBABIIETO IAHHOE ACHCTBUE, PE3YILTAT 3aIlyCcKa/3aBepilieHHs paboThI;

AOJDKHA NPOBOJUTLCA PEIUCTPALHS COOBITHI yNpaBieHns cyObeKTOM JocTyna
(pyHKIMsIMHE cpejicTBa 3amuTH oT [IMB. B napaMmeTpax perucTpalii yKa3bIBaroTCs
Bpems 1 1aTa COOBITHS yIPaBIEeHHs KOKI0H (yHKIMelT, uieHTHHKATOp U criemy-
ukanus Gpynkiuu, naentudukaTop cydhekTa 10CTyIIAa, WHHIHHPOBABILETO JaHHOE
JICHICTBHE, PE3YNbTAT ACHCTBHS;

lIpoBouTE perucTpaliiio coGLITHIA IONBITOK A0CTYIIA IIPOrPAMMHBIX CPEIICTB K MO-

AyJsIM cpe/icTa 3amuTel oT [IMB unn cnenuansheiv noByuikam. B mapamerpax pe-

FHCTPAIMH YKa3bIBAIOTCA BPEMSi U JIaTa MONBITKH JIOCTYIA, HAEHTH(PUKATOP MOIYIIs,

WJIHTHOUKATOP U crienubUKaIus MOLYIIS cpesicTBa 3amuThl ot [IMB (cnenuansHoit
JIOBYILKH ), PE3yJIbTAT MONBITKH JIOCTYTIA;

IIpoBoaute perucrpanmio cobbITHIi OTKaTa IS cpecTBa 3auETh oT [IMB. B napa-
MCTpax PerHcTpally yKa3bIBAIOTC BPEMs U JaTa COOBITUS OTKATa, crely UKL
ACHCTBHH OTKaTa, HASHTH(GUKATOP CyObeKTa T0CTyla, MHHIHHPOBABIIEr0 JaHHOE
JOCHCTBHE, Pe3yNILTAT AEHCTBHS;

10

OGecnevnTs 3aIUTy JaHHBIX PEIUCTPAIME OT HX YHHUTOKEHHS WA MoUpUKAIH
HapyILIUTe/IeM;

11

Peanu3oBaTh MexaHHU3MBbI COXpaHCHHs JaHHBIX PErHCTPALlHU B Clly4dae COKpalcHHd
OTBE/ICHHBIX [10J1 HHX PECYPCOB;

12

PeannsoBare MexaHu3Mbl IPOCMOTpPA M aHAIM3A JAHHBIX PECHCTPALMH U UX bunbT-
pauuu 1o 3agaHHOMy Habopy mapaMeTpoB:




[IpoBoauTh aBromMaTHyecKuii HeNpepBIBHBIH MOHUTOPHHT COBBITHIL, KOTOPBIE MOTYT
SBIIATECA NPUYHHOH peannsanuu [IMB (co3nanue, penakTupoBanne, 3amich, KOMIH-
JsHsE O0BEKTOB, KOTOPBIE MOTYT cojiepkaTh BIT).

14

PeannsoBarh MexaHH3M aBTOMATHYECKOTO AHAIM3A TAHHBIX PEFHCTPALIEH [0 1A6II0-
HaM TUMOBBIX Npossienuii [IMB ¢ asromaTHdeckum Hx GI0KUpOBaHUEM H YBEIOM-
JIEHHEM aJIMUHHCTpaTopa O€30MacHOCTH;

15

[IpoBoMTE HECKOMEKO BHAOB yueTa (1yOIMpYyIONHX) ¢ perucTpanueit Buigaun
(mpuema) HocuTeneit nuudopmalium;

16

OcymmecTBIsTh PETHCTPALIHIO BXO/A (BBIX0/IA) CYOBEKTOB JIOCTYIIA B cucTeMy (u3
CHCTEMbI), JIHOO PErHCTPaIs 3arPy3KH H HHUITHATH3AIMH ONePaIHOHHON CHCTEMBL.

17

OcyImecTBIsTS PErUCTPAIMIO BBIIAYH IIEUaTHBIX (rpadHuecKiX) J0KYMEHTOB Ha
«TBEPIYIO» KONHIO. B mapameTpax perncrpanun ykassisaroTes (ata 1 BpeMsi BbIja-
i (0bpalueHus K MOJICHCTEME BBIBO/IA), CHICUH(UKAIHS YCTPONCTBA BBIIAUH — JIOTH-
YeCKOe MM (HOMEP) BHEIIHErO yCTPOCTBa, KpaTkoe coepKaHie (HauMEeHOBaHKe,
BHJL, AP, KOJ) U YPOBEHE KOH(HIEHIMAILHOCTH TOKYMEHTA, WIEeHTHHHKATOD
cyOBeKTa IOCTYIa, 3aPOCHBIIETO IOKYMEHT;

18

OcyLiecTBIsTS PETHCTPAIHIO 3allyCKa (3aBeplIeHHs ) IPOrPaMM 1 poLeccos (3ana-
HUH, 33/1a4), NpeIHa3HAYCHHBIX JUTA 06paboTKy 3amuiaempIx paitnos. B mapamer-
pax perucTpallii yKa3blBAOTCA laTa M BpeMs 3aIlycka, HMsl (HICHTH(UKATOP) TIpo-
rpamMMBl (Ipoliecea, 3aianust), HIeHTH(PUKATOp cyOheKTa JoCTyIa, 3alIPOCHUBILETO
NporpamMmy (IIpOLECC, 3a/laHNe), Pe3yJIbTaT 3amycka (yCrelHblit, HCYCHEUIHbII — He-
CAHKIIMOHUPOBAHHLIH ),

19

OcCyIIecTBIATS PErHCTPAIHIO TIONBITOK JIOCTYIA POrPAMMHBIX CPEJICTB (IIporpaMm,
ITPOLECCOB, 3a/1ay, 3a/JaHuil) K 3aluuaeMeiM (aiinaM. B mapamerpax perncrpaunu
YKA3bIBAIOTCS JIaTa M BPEM# MOIBITKH TOCTYIIA K 3alHIIaeMoMy (aiiny ¢ ykazaHuem
e pesylbTara (yCrenHas, HeyCrielHas — HeCAHKIIHOHHPOBaHHAs ), HACHTH(HKATOD
cyOBeKTa locTyna, cnenn(pUKaus 3aumaeMoro haiina;




S¢

OCyUIECTBIATE PErHCTPALHIO HOMBITOK JOCTYIIA MPOrPaMMHBIX CPEJICTR K CIIEIYIO-
IITHM JOTIOJIHUTE/ILHBIM 3alIHIIAEMBIM 00BEKTaM JIOCTYIIA: TePMHHAIAM, KOMITbIOTE-
pam. y3nam cetd MCTI/In, muuusM (kaHanam) CBS3H, BHELIHUM YCTPOHCTBAM KOM-
HBIOTCPOB, IIpOrpaMMam, ToMaM, Katainoram, daiijiam, 3arucsam, noasaM zanuceii. B
[1apaMeTpax peruncTpaluy yKasbIBalOTCs JIaTa i BPeMsl IIOTBITKH JIOCTYIIA K 3all[y-
IaeMoMy 00BbEeKTY C yKa3aHHEM ee pe3yJibTaTa (ycIelHas, HeycCrelHas — HecaHk-
LHOHMPOBANHASA), MACHTHQHKATOP CyOBeKTa JOCTYIA, CIIeLHUKAIIHS 3AIHIAEMOr0
00BeKTa — JIOrHYecKoe UMs (HOMED);

21

IpoBoymTe yuer Beex 3ammiaeMsIx HocuTenei HEGOPMALHH € TOMOIIBIO HX map-
KMPOBKH U € 3aHCCCHHEM YYETHBIX JAHHBIX B KYPHAI (YIETHYIO KApTOUKY);

22

OcyliecTBIsATh O4YHUCTKY (0OHYyNIeHue, o0e3IMYnBaHue ) 0OCBODOMKIaeMBIX obJiacTeil
OHBp&THB]IOﬁ [namMsTH KOMHb}OTepOB M BHEIIHHUX HAKOIIUTEICH. OLH/ICTKB. OcyIHeCTB-
JIAETCA OJTHOKPATHOM IIPOU3BOJILHOM 3aIIUCHIO B 0CBOOOKIAEMYI0 0DJIaCTh NAMATH,
PAHCC HCIIOJIb30BAHHYIO /I XpaHEHU S 3aIUIIAeMbIX TaHHBIX ((aiiioB, uHpopma-
11H);

8%

B nozxcucteme obecniedenus 1en0cTHOCTH:

OGecneynTs NEeNoCTHOCTh MPOrPAMMHBIX CPE/ICTB 3alIUThI B COCTABE C3I1 14, a Tak-
K€ HEM3MCHHOCTD IIPOrpaMMHOM cpe/ibl. [Ipu 5ToM HenocTHOCTh Cpe/icTB 3aumThI
[IPOBEPACTCA NIPH 3arpy3Ke CHCTEMBI 110 HAJIHYMIO HMEH (MACHTHOHKATOPOR) KOMIIO-
HeHT C3I1/In, nemocTHOCTE IPOrpaMMHOIL cpejibl oGecneynBaeTes OTCYTCTBHEM B
WUCILIn cpejictB pa3spaboTki U 0TiHaaKu IIporpamMm;

Ocymectsists Qpusmnueckyio oxpany UCIT/Tu (yeTpoiicTs u HocHTenei nudopma-
IMH), IPeTyCMATPHBAIOIIAs KOHTPOJIb JOCTYNA B ToMelnenus MC IT/TH nocTopoHHUX
JIALL, HAJTHYHE HA/ISKHBIX NIPENATCTBHI JUIS HECAHKIIHOHHPOBAHHOTO TPOHHKHOBE-
1y B nometnenus MCIT/TH u xpanunuine HocuTesel nHGOpMAIHH;

lIpoBoants nepuoamieckoe rectupopanue hyHKumii C3I1In npu M3MeHEHHHU 11pO-
rpammuoii cpejipl i mepconana MCITJTH ¢ momMowbio TecT-nporpamm, HMHUTHPYIOIIUX
noneitku HCJI;

JIOJDKHBI OBITH B HAJIMYHH CpeJicTBa BoccTanosaenns C3IT)Ix, peycMaTpUBaloIIHe
BE/ICHHE JIBYX KOMUH NPOrPaMMHBIX CPEJICTB 3aIIUTEI HH(POPMAINHK, HX TIEPHOAUYE-
CKoe OOHOBJIEHHE H KOHTPOJIb PabOTOCIIOCOGHOCTH:




of

n

[TpoBOANTL MpOBEpPKY 1ENOCTHOCTH MOJIyJIel cpeacTBa 3atuTsl oT [IMB. HeoOX0-
JUMBIX JUTSL €70 KOPPEKTHOTO (hYHKIIMOHMPOBAHHS, TIPH €r0 3arpy3Ke ¢ HCIOIb30Ba-
HHEM KOHTPOJILHBIX CYMM;

OO0ecneunTs BO3MOXKHOCTE BOCCTAHOBJICHHS CPeACTBa 3auuThl oT [ IMB, Ipejaycmar-
pUBaromas BeJeHHE ABYX KOIMHi MPOrPAMMHOIO CPEICTB 3aUIUTHI, ero IepHOoIHYe-
CKoe OOHOBJICHHE M KOHTPOJIb paboToCHOCOOHOCTH;

Peamu3oBats MeXaHH3MBI TPOBEPKH LENOCTHOCTH MAKETOB OOHOBICHHI CpeCTBA
3amuTe! OT [IMB ¢ Henonb3oBanHeM KOHTPOJIBHBIX CYMM;

[IpoBomuTs pesepsnoe komupopanue [1)1H Ha oTYykKIaeMble HOCHTEIH HHPOPMALIH;

B noacucreme aHTHBHPYCHOﬁ 34U THI:

[IpoBoauTh aBTOMATHYIECKYIO IPOBEpKY Ha Hamuuue BIT win nociencrsuii [IMB
npu umnopre B MCIT/IH Beex nporpaMMHBIX MOy JIeii (IIPHKIAIHBIX TPOrPaMM), KO-
TOpBIC MOTYT cosiepykath BII, 110 ux THIOBRIM mA0JIOHAM U C TOMOIILIO SBPUCTHYE-
CKOTO aHaJlH3a;

o

PeanuzoBate Mexanu3Mbl aBTOMaTHUCCKOrO GI0KHPOBaHUA oOHapyxeHHbX BII my-
TEM HX Y/IaJICHUsA U3 IPOrPAMMHBIX MOIY/IEH HIIH YHHUTOKCHHUS;

PerynsipHo BeImonusTs (npy nepsom 3amycke cpeacts 3amuthl [TJa o1 IIMB 1 ¢ ye-
TaHABJIMBAEMOMH [1E€PHOIMYHOCTBIO) IPOBEPKA HA MpeAMET HaInyus B Hux BII;

Jo/pKHa HHHIMUPOBaThCs aBToMaTH4ecKas posepka MCTIJIH Ha mpeaMeT HamHums
BII npu BoisiBinenun axra [IMB;

Pean3oBaTh MexaHu3m OTKaTa Ul yCTaHABIMBAEMOTO YMCIA ONEPALHil yIATeH S
BII u3 onepaTHBHOM WM TOCTOAHHOMN NAMSITH, U3 IPOrPAMMHBIX MOZYJICH H IIpH-
KIaHbIX MPOrPaMM HIIH IIPOrPAMMHBIX CPEJICTB, cojepxamux BI1.

Hononuutensno B UCTTJ/IH nomken NpoBOAKTHCS HENPEPIBHEIH ABTOMATHYECKHIA
MOHHMTOPHHT HH()OPMALMOHHOTO 0OMeHa ¢ BHEITHEH CETLIO C 11eNbI0 BhIgB/cHud BIT.

VI

Kontpons orcyrersus HJIB s [10 C3U




Jlist IporpamMmHoro obecreyenus, HCIob3yeMOro MPH 3aIHTe uudopmauu B
MCTIn (cpeacts 3anmTe! uHpopmanmn — C3U, B ToM uncie u BCTPOEHHBIX B 001IIE-
1 CHCTEMHOEC U IIPUKJIaiHOe MporpaMmHoe obecnieuenue — [10), gopkeH ObITh 0bece- + + i
4CH COOTBETCTBYIOLIMH YPOBEHB KOHTPOJIs OTCYTCTBHs B Hem HJIB (ue aeknapupo-
BaHHLIX BO3MOXKHOCTECIH ).

VIl O6napyxenue sropxenuii 8 UCIT/In

O6napy>eHnue BTOPKEHHI JOIKHO 06€CIeunBaThes MYTEM HCIIOJIB30BAHUS B COCTA-
Be MCIIJIH nporpaMMHBIX HIIH MPOrpaMMHO-annapaTHLIX CPEJICTB (CHCTeM) 06Ha-
pyxenus sropxenuii (COB).

1 Heobxomnmo obs3atensaoe HCIOIb30BaHHE CHCTEMBI OGHAPYKEHHS CETEBLIX ATAK,
MCIIOJIb3YIOIINE CHIHATYPHbIE METO/IbI AHAJIH3a

5 Heobxomimo o6s3atenbHoe HCMOIB30BaHKE CHCTEMBI 0GHAPYKEHHS CETCBBIX ATAK,
HCTI0JIB3YIOIIHE CUTHATYPHBIC METO/IbI AHAJIW3A U METO/IbI BLIABICHUS AHOMATHIT

VIII 3amura UCI T or TIDMUH

Hnsa obpaborku nHdopmanuu Heobxomnmo uenonbzosats CBT, ynoB1eTBOpsitomme
TpeboBanusm crannapTor Poceuiickoii Meneparun mo 3JICKTPOMArHUTHOH coBMec-

1 THMOCTH. 10 6€30MaCHOCTH H SPrOHOMHYECKHM TPEOOBAHUAM K CPEICTBAM 0TOGPa-
JKeHHst HHPOPMAIIKH, [0 CAHUTAPHBIM HOPMaM. NPeIbIBISCMbIM K BUICOIHCILICH-
HBIM TepMunanam [19BM (nanpumep, 'OCT 29216 91, 'OCT P 50948-2001. TOCT
P 50949-2001, TOCT P 50923 96, CanlluH 2.2.2.542 96).

IX Ouenka coorserctrust UCII{H TpeGorannam GezonacHocTs I LTn

1 [Iposecty o6s3aTenbhyO cepTudHUKALIIO (arrecranuio) no rpeboBanusaM Gezomnac-
HOCTH MH(pOpPMAITHH;

JleknapupoBarh COOTBETCTBHE HIIH 00S3aTENbHYIO CEPTHOUKALMIO (ATTECTALHIO) 110
TpeboBanusiM Oe30macHocT MHpOpMAaLH (110 PEIIEHUIO OIepaTopa);

[pumeuanue: Jlna UCT1/In 4 knacca nepeuens MeponpuaTHit o 3awute [1]1H OINpe/IeIAETCs B 3aBUCMMOCTH OT yluepba Ko-
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TOpblf‘I MOKeT ObITh HAHECEH B CJIEACTBUH HECAHKLIMOHUPOBAHHOT'O UJTH HEMNPpEIHAMEPEHHOI'0 JOCTYIIA K HI[H




